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registered under U.S. American law. Eurex Frankfurt AG (Eurex) is the administrating and operating institution of Eurex Deutschland.
Eurex Deutschland and Eurex Zirich AG are in the following referred to as the “Eurex Exchanges”.

All intellectual property, proprietary and other rights and interests in this publication and the subject matter hereof (other than certain
trademarks and service marks listed below) are owned by DBAG and its affiliates and subsidiaries including, without limitation, all
patent, registered design, copyright, trademark and service mark rights. While reasonable care has been taken in the preparation of this
publication to provide details that are accurate and not misleading at the time of publication DBAG, Clearstream, Eurex, Eurex Clearing,
Eurex Bonds, Eurex Repo as well as the Eurex Exchanges and their respective servants and agents (a) do not make any representations
or warranties regarding the information contained herein, whether express or implied, including without limitation any implied warranty
of merchantability or fitness for a particular purpose or any warranty with respect to the accuracy, correctness, quality, completeness or
timeliness of such information, and (b) shall not be responsible or liable for any third party's use of any information contained herein
under any circumstances, including, without limitation, in connection with actual trading or otherwise or for any errors or omissions
contained in this publication.

This publication is published for information purposes only and shall not constitute investment advice respectively does not constitute an
offer, solicitation or recommendation to acquire or dispose of any investment or to engage in any other transaction. This publication is
not intended for solicitation purposes but only for use as general information. All descriptions, examples and calculations contained in
this publication are for illustrative purposes only.

Eurex and Eurex Clearing offer services directly to participants of the Eurex exchanges respectively to clearing participants of Eurex
Clearing. Those who desire to trade any products available on the Eurex market or who desire to offer and sell any such products to
others or who desire to possess a clearing license of Eurex Clearing in order to participate in the clearing process provided by Eurex
Clearing, should consider legal and regulatory requirements of those jurisdictions relevant to them, as well as the risks associated with
such products, before doing so.

Hereby participants of other exchanges do not conclude a contractual relationship with DBAG, Clearstream, Eurex, Eurex Clearing, Eurex
Bonds, Eurex Repo and the Eurex exchanges; any liabilities of any of the above entities shall be excluded except in the event of wilful
misconduct or fraud.

Eurex derivatives (other than EURO STOXX 50® Index Futures contracts, EURO STOXX® Select Dividend 30 Index Futures contracts,
STOXX® Europe 50 Index Futures contracts, STOXX® Europe 600 Index Futures contracts, STOXX® Europe Large/Mid/Small 200 Index
Futures contracts, EURO STOXX® Banks Futures contracts, STOXX® Europe 600 Banks/Industrial Goods &
Services/Insurance/Media/Personal & Household Goods/Travel & Leisure/Utilities Futures contracts, Dow Jones Global Titans 50 IndexSM
Futures contracts, DAX® Futures contracts, MDAX® Futures contracts, TecDAX® Futures contracts, SMIM® Futures contracts, SLI Swiss
Leader Index® Futures contracts, Eurex inflation/commodity/weather/property and interest rate derivatives) are currently not available for
offer, sale or trading in the United States or by United States persons.

Trademarks and Service Marks

BuxI®, DAX®, DivDAX®, eb.rexx®, Eurex®, Eurex Bonds®, Eurex Repo®, Eurex Strategy WizardSM, Euro GC Pooling®, EXTF®,
FDAX®, FWB®, GC Pooling®,GCPI®, MDAX®, ODAX®, SDAX®, TecDAX®, USD GC Pooling®, VDAX®, VDAX-NEW®, Xetra® and
XTF Exchange Traded Funds® are registered trademarks of DBAG.

Phelix Base® and Phelix Peak® are registered trademarks of European Energy Exchange AG (EEX).

The service marks MSCI Russia and MSCI Japan are the exclusive property of MSCI Barra.

iTraxx® is a registered trademark of International Index Company Limited (I1IC) and has been licensed for the use by Eurex. IIC does not
approve, endorse or recommend Eurex or iTraxx® Europe 5-year Index Futures, iTraxx® Europe HiVol 5-year Index Futures and iTraxx®
Europe Crossover 5-year Index Futures.

Eurex is solely responsible for the creation of the Eurex iTraxx® Credit Futures contracts, their trading and market surveillance. ISDA®
neither sponsors nor endorses the product's use. ISDA® is a registered trademark of the International Swaps and Derivatives Association,
Inc.

IPD UK Annual All Property Index is a registered trademark of Investment Property Databank Ltd. IPD and has been licensed for the use
by Eurex for derivatives.

SLI®, SMI®, SMIM®, and VSMI® are registered trademarks of SIX Swiss Exchange AG.

The STOXX® indexes, the data included therein and the trademarks used in the index names are the intellectual property of STOXX
Limited, Zurich, Switzerland and/or its licensors which is used by Eurex Frankfurt AG under license. Eurex derivatives based on the
STOXX® indexes are in no way sponsored, endorsed, sold or promoted by STOXX and its licensors and neither STOXX nor its licensors
shall have any liability with respect thereto.

Dow Jones, Dow Jones Global Titans 50 IndexSM and Dow Jones Sector Titans IndexesSM are service marks of Dow Jones & Company,
Inc. Dow Jones-UBS Commaodity IndexSM and any related sub-indexes are service marks of Dow Jones & Company, Inc. and UBS AG.
All derivatives based on these indexes are not sponsored, endorsed, sold or promoted by Dow Jones & Company, Inc. or UBS AG, and
neither party makes any representation regarding the advisability of trading or of investing in such products.

All references to London Gold and Silver Fixing prices are used with the permission of The London Gold Market Fixing Limited as well as
The London Silver Market Fixing Limited, which for the avoidance of doubt has no involvement with and accepts no responsibility
whatsoever for the underlying product to which the Fixing prices may be referenced.

PCS® and Property Claim Services® are registered trademarks of 1SO Services, Inc.

The names of other companies and third party products may be trademarks or service marks of their respective owners.
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List of Abbreviations

CRE Common Report Engine

AP Access Point

DBAG Deutsche Borse AG

DSA Digital Signature Algorithm
ECAG Eurex Clearing AG

FTP File Transfer Protocol

IETF Internet Engineering Task Force
MISS Member Integration System Server
SSH Secure Shell

RC Registered Customer

RSA Rivest, Shamir and Adleman
SFTP SSH File Transfer Protocol

VPN Virtual Private Network
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1 General information

1.1

1.2

1.3

1.4

The Common Report Engine (CRE) allows the centralized provision of reports and non-
transactional files from multiple exchange markets.

The service is provided as an SFTP server and allows participants to easily retrieve all of their
reports and non-transactional files from a single source.

This service is independent from the existing MISS infrastructure, and participants can choose
their preferred hardware platform and operating system.

Communication with the CRE is based on OpenSSH. The OpenSSH server authenticates users
using the standard methods supported by the SSH protocol (http://www.OpenSSH.com).

All examples provided in this document refer to either the OpenSSH distribution or the PuTTY
installable package for Windows.

Intended audience

This document is intended for system developers, system and security administrators
maintaining their systems to interact with the CRE service offered by DBAG. It assumes that the
reader has the good understanding of the OpenSSH public/private key pair authentication
methods (i.e. handling of public/private key pair) and the use of SFTP clients.

The purpose of this document is to provide an overview on how to obtain access to the CRE,
how to deposit keys in the DBAG Member Section (User Administration) and how to manage
the downloading of files and reports.

Conventions used in this document

Cross-references to other sections within this document are always clickable, but not marked
separately. Hyperlinks to webpages are blue and underlined.

SSH file transfer protocol

This document refers to “SFTP” in numerous instances. To avoid misunderstandings, “SFTP”

stands for the SSH File Transfer Protocol as defined by the Internet Engineering Task Force
(IETF - http://tools.ietf.org/html/draft-ietf-secsh-filexfer-13).

SSH/SFTP tools

While access to SSH based services is part of most Unix based distributions, PUTTY is an open
source software that is available for MS Windows. It can be used to easily establish SSH and
SFTP sessions (http://www.putty.org).



http://www.OpenSSH.com)
http://tools.ietf.org/html/draft-ietf-secsh-filexfer-13
http://www.putty.org
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1.5 What’s new?

Chapter 3.2.4:

Chapter 6:
Chapter 6:

Chapter 6.1.2.

Chapter 6.4:
Chapter 8.1:

Changed wording for re-newal of keys

Addition of *.PDF Extension

Versioning will take place only with zip files, not with original report files
Harmonisation of intraday naming conventions (new: HHMMSS)
Updates on report availabilities

Updated to *.ZIP
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2 Overview

2.1 History

2.2

As part of the Technology Roadmap, Eurex introduced the CRE service in the second quarter of
2011. Xetra joined with Xetra Release 12.0 in November, 2011 for the following markets:
Xetra Frankfurt and Xetra Frankfurt 2. CCP started offering the service by the end of November,
2011.

In 2012 the CRE service was extended to Eurex Bonds and also to some of the DBAG Partner
Exchanges such as the Irish Stock Exchange, the Malta Stock Exchange, the Bulgarian Stock
Exchange and the European Energy Exchange.

The CRE offers participants a way to retrieve all reports and files for all environments
(Production, Simulation and Advanced Simulation) of the respective markets without the
necessity for the Member Integrated System Server (MISS) architecture.

For Eurex and Eurex Clearing, the CRE is the sole source for all trading and clearing relevant
reports and files after the decommissioning of the MISS infrastructure.

Eurex Clearing Prisma is replacing the current margin methodology (Risk-Based Margining) with
a new portfolio-based margin approach.This new methodology will allow for cross margining for
Listed derivatives business and between listed derivatives and OTC derivatives business cleared
through Eurex Clearing.

The CRE is integrated into DBAG’s IT infrastructure and can be accessed via the existing leased
line connectivity or via the Internet.

Features and functionality

Report Selection: The report selection mechanism differs from market to market as described
below:

- Eurex participants do not need to pre-select reports. All reports and files are generated by
default and are made available via the CRE. Eurex participants can download the reports
and files they are interested in. The existing report selection functionality for MISS is not
affected.

- CCP participants need to pre-select reports they would like to receive via the CRE on the
@X-pert GUI. Only the GUI selected reports are provided.

- Xetra participants need to pre-select the reports they would like to receive via the CRE on
the J-Trader GUI. Only the selected reports are provided including bilateral aggregation
reports. Note that performance reports for Specialists, Designated Sponsors and Xetra
Best Executors, as well as an instrument reference data file will be provided by default.

An extended history of minimum 10 business days is kept on the CRE (the current MISS
based solution provides five business days only).
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2.3

All end-of-line encodings are streamlined to <CRLF=>.

Participants may set up more than one connection to the CRE to access the CRE from
different locations depending on their business requirements.

The reports can be downloaded manually or automated (by using a script).

Security, authorization and access

In general the setup process for the participant involves the following three steps:

Generating an OpenSSH compliant public/private key pair
Creating a CRE user and uploading the public key in the DBAG Member Section
Logging into the CRE and downloading reports via SFTP client

To provide a secure service, the OpenSSH authentication method is used. This method requires
an OpenSSH compliant public/private key pair which the participant has to generate. This
process ensures that the participants authenticate themselves against the CRE. The public key
has to be generated and uploaded to the DBAG Member Section, while the private key will be
kept by the participant. By using a key-based authentication method no login passwords have
to be transferred over the Internet at any time.

Participants need to provide a public/private key pair to access their reports. It is
recommended to limit access to the CRE using dedicated IP addresses.

Security of data will be ensured by the usage of SSH.

The illustration below provides an overview on how to access the CRE and how to set up the
access process in order to download all necessary files.
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Fig. 1: Process overview to connect to the CRE

Note: The figure above is not a true representation of servers and networks involved, but rather
provides a simplified functional overview.

The public key will be provided to the CRE via the business portal.

The private key always remains in the hands of the CRE user. The CRE user will need the
individual private key at any time a login to the CRE is committed.

It is recommended to create a public/private key pair for every user connecting to the CRE.
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3.1

3.1.1

3.1.2

Setup process

Public/private key

Generation process for public/private keys

As mentioned in chapter 2, public/private keys are used for authentication by the CRE
infrastructure. The pair of keys must be generated by the participant.

It is required to use a minimum of 2048 bits for the generated key. The key type should be
set on the key algorithms RSA or DSA (RSA is faster in authentication). Once the parameters
above are set the key can be generated.

The key generation process will produce public and private keys. See details about key
handling and usage in sections below.

Save the public key files and private key files for future use.

In no case should the private key be transferred over an insecure network, e.g. via e-mail,
and it should always be kept only by the participant.

It is highly recommended to protect the key file with a passphrase. This will encrypt the
private key when it is saved in a secure location on the local machine. Using passphrases
for batch SSH-keys requires familiarity with the SSH-agent authentication subsystem.
Participants should be aware that the use of strong encryption methods and encrypted SSH-
keys is advisable but will raise administration efforts and system complexity.

To generate an SSH public/private key various freeware tools are available for download from
the Internet, such as PuTTY or OpenSSH. Please note that due to OpenSSH limitations, X.509
certificates are not supported by the CRE.

Example for key generation using PUTTY key generator (MS Windows)

See the following example of key pair generation.

Make sure to have a stable version (i.e. Release 0.62) of PUTTY key generator.
Set key parameters type and bit number as shown below.

Follow the instructions on the screen and move the mouse over the blank area for a while.
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I B PuTTY Key Generator EE

File kKew Conwversions Help

—key
Fleaze generate some randomneszs by moving the mouze over the blank area.

—Actionz
Generate a public/private key pair | Eenerate I
Load an existing private key file Load |
Save the generated key Save public ey | 5 ave private key |
— Parameterz

Type of key to generate:
{7 55H1 [REd) & SoH-2ESA € 5SH-2Dss
Mumber of bits in a generated key; 2043

Fig. 2: Generate key (screenshot of PUTTY key generator)

In some rare cases one key bit gets lost. The DBAG member section requires at least a 2048
bit key to be uploaded. To avoid problems please generate a 2049 bit key.

The private key must be accessible for the participant™s SFTP client in order to login
successfully. By clicking the buttons highlighted in Figure 3, participants can save their
private and public keys in the PuTTY format for further use with the PUTTY tools or WinSCP.
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(& purty ey Generator g |

File key Conwversions Help

~Key
Public key for pazting into OpenS5H authonized _keys file;

zzh-rza -
bt B 3 zaClpc2EAAAABIDAAADEBLup?:E D) Cail 7SPoR 1 vhBiScs Fnfllkya 8maT
IPz5/T e0£GH3CEhcul cBE pt Iz PgywBwnlLiOLIE &)l TE Qu+hjgal aurcSrdk5R +glk LR

71 nEPplcE RkpcyiT Sl pogeboycdte ¥ nzgzE BIFES R suCzmBACa0MEH vevmynol MY
LT 25u0ne 402 M 2ICABLI+HH S dkzq T Er2CEigM g /b zeduF O nstlHLIF'FENEp#I::deILI

K.ey fingerprint; Issh-rsa 2043 b ab:ch:14:50: 1 7 o7 27 oo 49:37:d1: 7 3ichd5

F.ey comment; |rsa-ke_l,l-2lil‘l 20924

K.ey pazzphraze: I

Confirm pazzphraze; I

—Actiohz

Generate a public/private key pair Generate |

Load

Save public key Save private key

Load an exizting private key file

Save the generated key

— Parameters

Type of key to generate;
" 55H- [RSA) % S5H-2 ASA " S5H-2 D54

Mumber of bitz in a generated key: IEEI#EI

Fig. 3: Saving the generated public and private keys in the PuTTY format
(screenshot from tool PUTTY key generator)

The OpenSSH private key can also be exported in the OpenSSH format for use with other
software working with OpenSSH keys (such as Unix SFTP).
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B PuTTY Key Generator
File Key |_C|:|niersi|:|ns Help
Import key

i E3

~Kep—

thorized_keys fils:

e==rert. BLUP Y 2E DU Cil0 7S PR 10hBi9ce i ks 8maT
EPSEHTEDEGHSEEhcuIcEEp.-’-‘-.EIs::NF'qu_l,lnLIrEILIBa|ITEDu+M|ggGaurcSrdk5H+qufF‘
71 rZPplcERMpeyiT Bl lpogebeycdtE ¥ nzgzE BIFES R suCzmBACallEH vevnmynol MY d
LT 25 0ny 402 M 2ICABL +hH S dkzq T Er2CEi2M ghwfdzeduF O nstlHLIF'FENEp#I::deI_I

K.ey fingerprint; Issh-rsa 2043 ba: ab:ch:14:50:001 707 27 0e 49 37:d1: 7 Jichd5

F.ey comment; Irsa-ke_l,l-EEI‘I 20924

K.ey pazzphraze; I

Confirm pazsphraze; I

—Actionz
Generate a public/private key pair Generate |
Load an exizting private key file Load |
Save the generated key Save public key Save private key |
— Parameters

Type of key to generate:
" S5H [RSA) % S5H-2 BSA " S5H-2 D54

Mumber of bitz in a generated key: |2EI4E|

Fig. 4: Saving the OpenSSH private key for future use (screenshot from tool PUTTY key generator)

The public key must be saved in OpenSSH format to be uploaded to DBAG Member section.

Copy the marked text from PuTTY key generator to a text editor, such as notepad and save
it.

Make sure that this line has no “End Of Line” character (EOL) at the end!
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3.1.3

B PuTTY Key Generator EE3 |

File key Conwversions Help

ke

Public key for pazting into OpenS5H authonized_keys file;

K.ey fingerprint; Issh-rsa 2043 ba: ab:ch:14:50:661 707 27 oo 49:37:d1: 7Y 3l d5
F.ey comment: Irsa-ke_l,l-EEI‘I 20924

K.ey pazzphraze; I

Confirm paszphraze: I

m-'l:_:"-.,Pl"l':lgram Files',putty\private_openssh_key.t=t - Notepad++
File Edit Search Wiew Encoding Language Settings: Macro Run TextFx  Plugl

| s OBE <B4 DD(2e|tha| + <|EE

[=] private_openzsh_kewtat I

1 ssh-rsa ALALRINzaClyoZEALRARJIOQAALOERLup7sEDJICgiid

Save in; I 7 putty

Fig. 5: Saving the public key for DBAG Member section upload
(screenshot from tool PUTTY key generator and Nodepad++)

Public keys must consist of one line only. Only public OpenSSH keys in this format can be used
with the CRE and can be successfully uploaded in the DBAG Member section.

After uploading, the participant must wait for the configuration data (users, keys, markets, etc.)
to be transferred to the CRE database. Usually this processing takes place in the late evenings,
depending on the end-of-day batch processes.

In general, access to the CRE will be after 2 business days.
Changes to existing users will take effect on the next day.

Please note that the public key does NOT have to be signed by a certification authority of the
participant for the use with the CRE.

Example for key generation using OpenSSH (Oracle Solaris)

OpenSSH is available for any UNIX operating environment, common Linux distributions, and
also for Microsoft Windows. Participants are however free to choose any SSH2-compatible key-
generation tool suitable to their needs.
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The keys below were generated using the OpenSSH tools using the following command:

# ssh-Key generator -b 2049 -t rsa -f /tnp/deno_key -C "Conment for
Denmo Key"

Alternatively, OpenSSH keys can be generated using the tool PUTTY under Microsoft Windows.

Public keys must consist of one line only. Only keys in this format can be used with CRE and
can be successfully uploaded in the DBAG Member section. The sample public key shown
below has been shortened for convenience.

The following phrase is an exemplary public key:

# cat /tnp/deno_key. pub

ssh-rsa AAAB3NzaClyc2EAAAABI WAAAQEA <-- SNIP --> wsnwOar cQ==
Conment for Denp Key

#

The following phrase is an exemplary private key:

# cat /tnp/denmp_key

----- BEG N RSA PRI VATE KEY- - - - -

M | Eogl BAAKCAQEAWW+2] Q7 Nf r v7P2Ss4At 6f H21C1t xHe6/ gxi 6t Q V3wWTJCAT7r
yt +Cyb89g7JXj vsnu84Yj G3Nyo3P/ f / KNJHPs6VsJv ki Sul0t 9@2ha7i / D5+Pg
<-- SNIP -->

gCsZZN7ZgwbsgU4Sg/ CB56Az YWb+poDDk 16vknghgBw QN8Omn OkZnmUf 6eVpf TQ
rCryT2YS5T1W0867sCS| | MeToJ1Dxf Lwp2yDb4ROzI 0ZPw4A90A=

————— END RSA PRI VATE KEY-----

3.1.4  Public key fingerprint

A public key fingerprint is a short sequence that represents a longer public key, created by
applying a hash function to the public key.

SSH utilizes a key fingerprint system for verifying the authenticity of the server when the user
connects. The user is prompted to enter “yes” only when connecting for the first time. Future
attempts to login are all verified against the saved fingerprint key. The SSH client will alert the
user if the saved fingerprint differs from the received fingerprint on future login attempts.

3.1.4.1 Creating fingerprints with OpenSSH

A fingerprint on a UNIX/Linux based system can be created with the following command from
the OpenSSH suite:
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# ssh-Key generator -1 -f /path/to/keyfile/keyfilenane. pub
The fingerprint of the example public key given above is:
99: a5: a2: d0: b6: 39: f a: 55: 59: 3d: 37: 21: 97: Of : a9: ec Conment for Denp Key

3.1.4.2 Creating fingerprints with PUTTY key generator

A fingerprint is automatically generated and shown by the PUTTY key generator, as shown in
Figure 6 below. The generation of key pairs is mentioned in an earlier section of this document.

K.ep fingerprint; !ssh-rsa 2048 23:53:04:6f 36:65:67: o1 3e:f6: 45: 1 b: 5E: cd: R 48

Fig. 6: Fingerprint creation under Microsoft Windows (screenshot of PUTTY key generator)

3.1.5

Comparison between PUTTY and OpenSSH key formats

See the figure below which directly compares

the two key formats:

| Putty format

PUTTY -User -Key -File-2:
Encryption: nona
Comment: rsa-key-20120604

Public-lines: &

AAARB3NzaC lyc2EAAAARI0AAADBpUGeg TNy KRhRA 1L elw 7 tUz LniFiigkKnnSR
CLhE {00 15%b At 2x 3RV kdZhs P TTABPOkBvyd 20 rgSTKzUPwi yT 17y riyll b
Ok1Ly0I rwSDPD0SuS9E0kangkB fAzT52alsZgoxf205cGDNI BEYToTY ZHErpd 75
52jnizrellvwSgbiaz16+M dSHSeEUTOL2 js5wZRNTTOA00gcE j ORORAw axclwa
NedeDhr2elPyrplda+FS4Ce jwllog] qbPEd jhGmSkE=D T 12k 9HIYS5gA q7.]]
4peXAl chGe2l g5RsoF j+08kbD+mNZcBUHe0TZGMER v rRhnT

Private-Lines: 14

AAABACGBBLZrYFTqFYB04fNa0PPS aTRH35vPCLcLhg 1ddUpelss hagYoeRgvy Zww
+D570MvBZYSHEET TuZI I12Pr rQS3LnaxNFzaTaH rT qREY Ow+ LBCPLO+KES 1xn85d
ZteoNAhGatsUFPwKTxmlOtal YuXWAg23g80Kd+cBI U jhaFab+ JoByArSwdPar Spp
Fc JMu¥YmFmVF¥0sA INyvidc] pNHDLI UEbHOs 1vbGb NS+ LrYTwk ravtfLdy Khnw b
S¥id4pm-p¥9dBmSpihgme¥4bMz8b0aERz0Gyql B 0103wt 1quk 4MwbvYEL Qapnk
ul OHggFff1soUDI0Vbhe 108TSxAARACBANUSEN] HveSd poc rBNF 4gND4Bg 3k0ti+
ke+qSFrSuTvaUSCwFOEF It ] 6P+ eD2kCEF cIr LT emznSSi+el JA0s1 Id jDONEw
Thiuze9Y+A+zL XY SebtBoIA3NANAY FHM)IIMLG3XBIX calcFlmoGaMnkwuylS+C1
§3tupImLDEULAAAAGOC YT NyHv EYdKI9n L0 2mé kekdLefd44m’ hEPY 1aVINWEyE
GBWEGIbFal 0s8L1J6ZuFftnjATa2stpzCxlacl GEySTRAY tTx uwaxiygz 16AHE
G0/ Y gHOGT TYALk+PL1 32 tASY kmgNNGY mhGRL eaN 1PC UYL Bpagviv Y UG wak
AIBzBrzOUF ZnLvbi LSYEYTp+ YK Lf Yuzl 00ggxg U 1=/ URvkO¥g+z] mpNYeyGuN
1E2 rBnBhBmdmP GYs99kd I0GhbxUnl Gzdny h¥wOXmy KI 4¥4ciRO ] Bsab g8z 0ow
Yh2/ n3TuSuNrtLul ThwhNgiFAEHT y rOLDophS] 6 ZHADw=

i Private-MAC: fah79affelazbfaSdelcA9cl28ddcal6as1halss

ssh-rsa

|Private Key

| OpenSSH format

---BEGIN RSA PRIYATE KEY-----

HIIErwIBAAKCAOBpuBeq Iy XRhRA Lcl elw 07 tUzLnF AvgkKnnSRCUKE] 00A15K0
tBt2x3BEN Yk dZle FnT T4BPOkByy420rgSTKzUPWLy T 12y riylls bOk1LyOI rwSOP
D09ui980kangkBfAz752alsZqoxf 205 GONI BAY7oSYZNE rp4 7552 jnLzral v
SgbHaz J0+M d9HG2ELT (1255w ZRNTT0000qcKA  ORIRAwaxclwANa4aDhbr2a 1Py
rplda+F54Ce jw100qjqbPEd jhGmOSkEeD 7 12kYSH3Y 5598 jq7 1] 4peRAl chae2l
gERsoF j+08kbD+mNZcBUHa0TZGNBR v rRhnTAGELACI BACGBBL 2 rWFTqFYBO4 fNa
OPP# aTRH35wPCLcLhg lddUpeBss hBqYoeRgwyZww j+05 ] OMvBZYSHEET TUZI IZPr
ri153LnaxNFzalaH rTgREY tw+LBCPL3+kEE 1xnB5dZ teaNAhGat sUFPWH T xmLAtal
Yu¥nAg23q80K decBIU]hEFeb+ 1oByA rowdPa/ SppFel IMuYmFmYFY0sA INyvidel
PNHDLIUSEMOS LwbBbME+X LrTvk rmviLdyKhnw hS¥1d4pm+py 9dBmSphgmy¥4b
Mz8h0aERz0Gy qI B 0103wt 1quk4MwbvY EI 0apnKul OHqgFffisalDI0vhhe 108T
SxBCgYEAXRISYgrESLLmhysEBNLARP |y re0s1FSRTER v EZRILAXORBZNY
S 54PalIROwmuNENSah0d IKLG4MkBCy T 2HM4BHBNUK INT 11407HEd ] 15t 1 SgkDe3
1cBhayZAkgwsbfEH 1F9xq0YSagZoydfC7 IRLALYIMEEn2al MRS BCGYEAL YL UzchT
xmHSwfZw ] gPtpuHpOC 3rk-0.1v4 RO Sl SFgevBvMBNC GxMiKLNC 41 Rmbh R 7Z4w02
trlac+cS4HC0usueByv 7U8ShbsHsY2oMIagB3 I xg/ 2T CkIE+2Ials jyIt3plkrlely
ZJ1aDTRLZm+kS3m] dT3IVL50ad4 Ly r42F0vECgYBals KULI KZhUWYDNLZRTREY rSw
w5 1552wi A1 B+ JmsDUx L ygUDgXAHmh3awl hONpwFY 1AP £ 1skU49KUSURCY JHG2Fal
BgtmsC0 LuBL t+HHSY CmLB3BcKY fHe 10eb SY Y aXedDI Mdwc YUTE jGoZSRLO3 736
Nkxglld rf oY ]/ 11 qHOKBgH42aZ qA4 HEbrmw s 11 61 v rlIHSHEF 28 skHbboP nxj dULT
uY pDDoD2+6JuxCkugAIHI rIF3Pof FpoMI gexvlGzihNvAKS 1Y3 1o xDfzvgabsfk
wI EdMBAHgg/ a1 TETumf a0BM 151 g4 61 U5 luawvPOcY IHmMSuQHDo3bnt38Pp 1F+5
AoGACIKBEFEN Ypb241 0mNGERTL Xy tf2Lsyzkt oMY CYNBP IEBSEFY PsdSkHTVEshr
1YhNg/ IwYdInZ x1bPFZIC0xon8Y I5RS3Z80Y cEFSLE10FeHI kUIwbN22FgvH4zt
Fmldw59yLubja7Zhi 8274T ailahd0hyMgACwEKY e +mis A=

---END RSA PRIYATE KEY

-- BEGIN 55H2 PUBLIC KEY ----

Comment: " rsa-key-20120604"

AAARB3NzaC 1yc2EAAARRI0AAADBpUSeg Iy RRhRA LcL elewD 7 tUz LniFéingkKnnSR
! CUREj00A15KbtAt2x3RBNEVkdEk! R TTABPOkEvy 420 rgSTHzUPWiy7 1Zy riyllfb
! 0OkLLy0I rwSDPD0SuSNIB0kangkB fAz752alsZgaxf 205cGDNIBEVToBY ZHErpd 75
' 52jnizreQlvwSgbKaz16+M d3HSeEUTHL2 5w ZRNTT 000gekO jOR0RAWaxchwA
: NedeDbr2elPyrplda+FS4Ce jwllog] qbPEd hGm0SkE=DTr 12kY 9HIYS5gA1q7];
'

'

'

|Public Key

4peXAl chBe2l gSRsoF j+08kbD+mNZcBUHa07ZGMER v rRhnT
---- END 55H2 PUBLIC KEY ---

ssh-rsa AAAAB3NzaClyc2EARAABINAAANBpuSeq My XRhRALcLelw]TtUzLrinF E
EMgkKnnSRCUE 008 15XbtAt3x 3BEWEVk dZks YT T4BPOkBVy4 20rgSTH2UPwiy ;
T1Zy riyll/ bok1Ly0I rwSDPDQSuS980kangkBfAz752als2gox F205cGDNT AEYT H
o8YZME rpd 7552 nizralwwSgbKaz10+M/ d9HSeEUT (12 sSwZRNTTOB00qcKA] i
ORORAwaxckwANe4eDbr2e 1Py rplda+FS4Ce jw10oqjqbPEd jhGmdSkE=D Tr 12kY !
9H3¥S5gA]q71]4pekAl chGe2l gSRsaF j+08kbl+ MNZcBUHa0TZGMARrvrRhNT rsa-key-20120604 !

Fig. 7: PUTTY and OpenSSH key format

Only the public key in OpenSSH format can be uploaded via DBAG Member section.
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3.2 CRE user administration

Before the CRE can be accessed, a CRE user account has to be set up and the OpenSSH public
key has to be uploaded in the DBAG member section. This task can be performed by the
“Technical User Administrator”. CRE users and their related keys can be setup and maintained

in the DBAG member section: https://member.deutsche-boerse.com/irj/portal/coordinator.

“DBAG Member Section”-=> “Technical Connection”-=> “Technical User Administration”->
“Report Engine User”

Administration rights to become a “Technical User Administrator” may be requested using the
DBAG member section.

For “Central Coordinators” and their deputies the corresponding path will be:

“DBAG Member Section”-> “User Administration & Central Coordinator”-> “Create”-> “Report

Engine User”
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Fig. 8: CRE users must be maintained in the DBAG member section

An overview of all existing and already created CRE users will be displayed. It is possible to

edit, modify or delete existing CRE users by simply selecting them from the list.

All CRE users can be identified by their UserID, which is generated during the account setup
process. A UserID looks like this example: 1027709 000001
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The first part, 1027709 is the so-called DBAG business partner ID which is used in the
DBAG Member section for identification of a customer of Deutsche Bérse AG. A business
partner may have different memberships on Eurex and Xetra; each membership is

represented by a member ID.

The second part, 0000001 is a sequential number, automatically assigned by the system.

In addition, new CRE users can be created in the DBAG Member Section:

The new input screen will be opened by clicking on “Create User” where all necessary user

information needs to be entered.

Report User Information

Description:

UszerlD:

Report Engine Configuration

Add Access | Remove Access

tdemberiCr

Hetwork Data
Add Row | Remove Row

IPAddress

Certificates

Add Certificate | Remove Cedificate

Stetuz  Walicd From

Save | Cancel

Walid To

Environment

Comment

Fig. 9: Input screen in the DBAG Member Section to create a new CRE user

1. Report User Information (Optional):

In the field “Description” a short description of the user should be given. Please note that the
description is not the UserID. Any description of the user may be entered here.

The UserlD field itself will be filled by the system automatically

. Report Engine Configuration:

“Add Access” needs to be clicked on to enter the “MemberID”, a “Market” and an
“Environment”. A selection of all applicable combinations for this specific user will be
displayed from which he can choose.

Please note that one user can have access for multiple combinations of member IDs,
markets and environments. For all market directories supported by the CRE (underlying
markets), also the relevant associated markets are now available for selection as a
mandatory element during the setup.
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Examples of combinations for underlying markets:

Market Underlying Market
Eurex Bonds XETRA
EEX Futures EUREX
Eurex Repo EUREX

Malta Stock Exchange XETRA

For a complete overview refer to Appendix C.

. Network Data (Optional):

Access for a user can be restricted to a single IP address. An additional IP address will be
added by clicking on “Add Row”. This is optional, but highly recommended by DBAG. Select
an IP address and click on “Remove Row” to remove it.

The address pattern entered here will be included in the configuration file for this user
account. A wildcard (*) can be used in the pattern to represent zero or more characters. In
order to combine multiple patterns, a pattern list can be used; each pattern must be on a
new line. To prevent mistakes a logical check of the IP address is provided.

. Certificate:

The certificate refers to the public key created as described in chapter 3.1. The
certificate/public key is only used to authenticate a user/role. The user/role permissions (i.e.
access to member/market/etc.) are assigned at a later stage in the setup process (please
refer to step 2 in this chapter).

It is recommended to create a private/public key pair for every CRE user that may connect to
the CRE.

A public key needs to be uploaded by clicking on “Add Certificate”. Next a popup window
will appear where the OpenSSH public key has to be uploaded. Browse to the location of the
key and click “Upload”.

Add Certificate
Upload Certificate

EC:IDD::uments and Settingsh Browse. .

IIplozdd

Mext >| Cancel|

Fig. 10: Popup screen to upload the public key

The private key file must be accessible for the participant’s SFTP client, but should never be
sent to DBAG.

Click “Next” to add validity dates and adding comments. A validity period of 90 days is used
by default. The certificate/public key is added by clicking “Add Certificate”.
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Add Certificate
Certificate Info

IR

[

“alid From: 2H 402011
Alavays alick |

“alid Ta S Er2011
Comment: :

4 Back | | Add Certificate || Cancel |

Fig. 11: Screen to enter validity dates and comments for the certificate/public key

Key expiration:

CRE users will be notified by email in due time about upcoming expiration. Latest one day
before a certificate/public key will expire, the existing key needs to be prolonged (upload the
existing key once more and define a new expiration date) or a new private/public key pair

must be generated and the newly generated public key needs to be uploaded.

5. The final step is to save the changes: Click on “Save” to automatically create the UserID.

Report User Information

Descrigtion: CTS 2. Level Support
izt 1027709_000001

Report Engine Configuration

Add Access | Remove ACcess

hemberiC

]_ GOBXH
J GDEXX
J GDEXH

Hetwork Data

Add Raowy | Remove Row

IPAddress
Certificates
Add Cedificate | Remove Cedificate

Status “alid From
|7 v 21 032011

Save | Cancel

Ervvironiment
Simulation
Production

Advanced Simulation

“alid To

Always

harket
EUREX
ELIREX
ELIREX

Fig. 12: Exemplary CRE user information after the successful creation of a CRE user
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The generated UserlD is displayed in the Report Engine User Overview table, as well as in
the field UserID when selecting a user in the table on the main screen.

All Central Coordinators and their deputies are informed via e-mail whenever a new CRE
user has been successfully setup, modified or deleted.

Due to technical restrictions and introduction of public area, please do not add more than
13 environments per UserlD!

Make sure the uploaded public key is in OpenSSH format!

When initially creating a CRE user, the information will be available after two night batches. All
subsequent changes to a CRE user become active after the next batch.
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4 Connecting to the CRE

Participants may use an SFTP client of their choice to access the CRE server and download
their reports.

The CRE does not offer any interactive SSH sessions nor any kind of browser access.
The following information is required to log into the CRE:

UserID which has been generated by successfully setting up a new user in the DBAG
member section.

The IP address (host name) of DBAG/CRE. DBAG operates two independent sets of SFTP
nodes to offer the CRE service.

One pair of nodes serves the FTP channel of the MISS setup. These SFTP nodes are
accessible via leased line only. DBAG does not operate a load balancer for these nodes;
participants will receive the IP addresses and hostnames of the corresponding SFTP nodes
and have to determine themselves which node is the best to use at any given time.

SFTP clients connecting via leased lines should connect one of the following gateway IP
addresses:

193.29.90.65 (circuits connecting to Back End half A)
193.29.90.97 (circuits connecting to Back End half B)

CRE is available via 10Gbit/s Colocation Eurex ETS/Eurex ETI circuits.
CRE is not available via 10Gbit/s Colocation Xetra ETS circuits.

CRE is not available via 10Gbit/s Colocation Eurex EnBS, Xetra EnBS, and Eurex EMDI
circuits.

CRE is not available via circuits, where the circuit has been exclusively ordered for Eurex
EnBS or Xetra EnBS.

The second pair of SFTP nodes is operated to serve all Internet connections. A clustered load
balancer provides convenient access to the least utilized node. Participants will receive the
IP address and hostname of the load balancer cluster only and have to establish any
connection with this virtual node address.

SFTP clients connecting via the Internet connect to the following gateway IP address:

193.29.90.129

Please note that further details on connectivity are provided in the document “Network Access
to Exchange Applications”, which is available in the DBAG member section.
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Add routes to reach the CRE:

193.29.90.64 255.255.255.224 router IP (connecting to Back End half A)
193.29.90.96 255.255.255.224 router IP (connecting to Back End half B)

SFTP port of DBAG for CRE member area is set to 2222.
SFTP port of DBAG for CRE public area is set to 2221.

Test the connection using telnet

# telnet 193.29.90.
Trying 193.29.90.65...
Connected to 193.29.
Escape character is
S5H-2.0-0penSSH 5.3

Protocol mismatch.
Connection to 193.29.90.65 closed by foreign host.
# telnet 193.29.90.97 2222
Trying 193.29.90.97.

Connected to 193.29.2.}(:}.9?.
Escape character is '™]"'.
SSH-2.0-0OpenSSH 5.3

Protocol mismatch.
Connection to 193.29.90.97 closed by foreign host.
#

Fig. 13: Test of CRE using telnet

MS Windows example using WinSCP

WIiInSCP is an open source free SFTP client, SCP client, FTPS client and FTP client for MS
Windows.

Its main function is file transfer between a local and a remote computer. Beyond this, WinSCP
offers scripting and basic file manager functionality.

Source: http://winscp.net/eng/index.php
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WinSCP Login

Seszion
- Stored sessions
Logging
Ervironment
- Directories
- 5FTP
- SCP/Shell

fee Tunnel

S5H
k.en exchange
Authentication

Preferences

v tdvanced ophions

Ahout,.

Languages

i E3

—Sesgion

Hozt name:;

Fart number;

Izer name; Pazsward:

| R

I'I 027703_000001

Frivate key file:

IE:HPngram Filez\puttyhore_test_1_priv. ppk

—FProtocol

SFTP =| [ Allow SCP fallback

File protocol;

Select color

Login Save..

Cloze

Fig. 14: Input screen required in order to log in to the CRE

Seszgion

i Stared seszions

Logging
Erviranment

i Directaries
SFTF

K.en exchange
: Authentication

Preferences

v &dvanced ophions

Ahout,.

st iogn ————______________________@E|

—Protocol option
¥ Enable compression

Preferred S5H protocol version:

1 only Tl v 2 2 only

—Encrplion option
E ncryption cipher selection policy:

AES [S5H-2 anly) g
Blowfizh =
ADES

-- warn below here -
Arcfour [S5H-2 anly]
DES

{Efelt )

[ Enable legacy use of single-DES in S5H-2

Languages

Login Save... Cloze

Fig. 15: Enable compression for ssh transfer.
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WinSCP Login [ 2] %] |

S_essiu:nn ~Log
" Maolog {* Textlog " #ML log
E:nvin:_unmen_t ~Logging option
i Directonies i
SFTR Logaing level: Debug 2 j
s SCPYShell ¥ Logto file:
Connection
. Prowy IE:HTempHDD'I_u:rE.IDg I
""" Faihg i~ Append i+ Ovenurte Bokiese
55H
- Key exchange [ Show log window:
Authentication " Digplay complete session
..... Bugs Sy
e S = Dizplay only [ast | 100 ,_I; fires
v &dvanced options
About... Languages Login I Save.. | Cloze

Fig. 16: Enable logging for WinSCP.

agreports0l - 00_GDBXX Prod + Simu private area - WinsSCP
J Local Mark Files Commands Session Ophions  Remote  Help
o S RS
00_GDB# Prod + Simu private area I 3 |
| @R ||« -7||563 > | Seuwe
Mame =  Ext
120120119
EI._} ELirey
LT 2M 21116
5 221119
) 2mz211zn 15
20211241
1 | i i ez
OB of 0B inDof 1 [ bea b b
J Command = i
J # F2Rename [ F4 Edit BE 5 copy (B FoWove (3 F7 Create Directory 3K FE Delete =
| S | sFrr2 | | 00453

Fig. 17: Successful login to CRE member section with WinSCP.

After a successful login participants can use the full range of functionality of the CRE.
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4.2 MS Windows example using PSFTP

PSFTP belongs to PUTTY tools mentioned above. It provides command line SFTP client that
uses PuTTY key format.

It offers script capabilities as well.

C:sProgram Filessputtyrpsftp —-C —-P 2222 —-i ./cre_test_1_priv.ppk 18277
12329 9865
Uzing username '"18277407_00BAE1'".
Unauthorized Access to thiz Metwork iz prohibited *?
Unerlaubter Zugriff zu dieszem Metzwerk iz verbhoten *?

Remote working directory is ~
psftp>

psftp>

psftp>

peftp> guit

C:sProgram Filessputtyr_

Fig. 18: Successful login to CRE member section with PSFTP.

The command line parameters are similar to Solaris SFTP command.

See detailed explanation in the section below.

4.3 Solaris example using sftp

# sttp -C -0 Port=2222 -o IdentityFile=./cre test 1 priv openssh 1027789 000001@
193.29.906.65
Connecting to 193.29.90.65...

Unauthorized Access to this Metwork is prohibited !

Unerlaubter Zugriff zu diesem Netzwerk is verboten !

sftp> quit
#[]

Fig. 19: Successful login to CRE member section with Solaris SFTP.
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4.4

sftp -v -C -0 Port=2222 -0 IdentityFile=./cre_ test_ 1 priv_OpenSSH
1027709_000001@.93. 29. 90. 65

-V Debug switch

(v = vvv for debug level 1-3)
-C Compression switch
-0* parameters to be passed to ssh
-0 Port=2222 port number
-0 IdentityFile=./cre_test 1 priv_OpenSSH private OpenSSH key file
1027709_000001@193.29.90.65 user@host

This is an example. Usage in customer environment needs adaptation!

The private key file must be accessible for the customer’s SFTP client, but should never be sent
to DBAG. Transferring private keys through insecure channels (e.g. e-mail) causes a severe
security risk. It is strongly advisable to replace any key pair where the corresponding private key
might be exposed to unreliable persons.

Troubleshooting and debugging examples

For troubleshooting with or without DBAG Customer Technical Support, it is necessary to have
detailed information about what happened exactly.

WiInSCP has the ability to log its activities, see Figure 17 above how to configure and utilize
that feature.

SFTP provides a debug switch ( -vvv, see SSH manual page for details) which prints a detailed
connection log into the standard output channel.

See the two most common errors as examples below.
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4.4.1 Error 1: No matching SSH key found

$ sftp -oPort=2222 -vvv 1027709@93. 29. 90. 65

Connecting to 193. 29. 90. 65. .

OpenSSH 4. 3p2, OpenSSL 0.9.8e-fips-rhel5 01 Jul 2008
debugl: Reading configuration data /root/.ssh/config
debugl: Readi ng configuration data /etc/ssh/ssh_config
debugl: Applying options for *

debug2: ssh_connect: needpriv O

<--- SNIP --->

debug3: preferred gssapi-w th-m c, publickey, keyboar d-

i nteractive, password

debug3: aut hnet hod_I| ookup publ i ckey

debug3: remaining preferred: keyboard-interactive, password
debug3: aut hnet hod_i s_enabl ed publickey

debugl: Next authentication method: publickey

debugl: Ofering public key: first_name |ast_nane (2010-10-11)
debug3: send_pubkey test

debug2: we sent a publickey packet, wait for reply

debugl: Authentications that can continue: publickey
debugl: O fering public key: rsa-key-20110217

debug3: send_pubkey test

debug2: we sent a publickey packet, wait for reply

debugl: Authentications that can continue: publickey
debugl: O fering public key: rsa-key-20101207

debug3: send_pubkey test

debug2: we sent a publickey packet, wait for reply

Recei ved di sconnect from 193.29.90. 65: Too nany aut henti cation
failures for 1027709 000001

Coul dn't read packet: Connection reset by peer
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4.4.2 Error 2: No key used at all

The complete command line switch overview may be found in the SFTP manual page.

Be

$ sftp -oPort=2222 -vvv 1027709 _000001@93. 29. 90. 65

Connecting to 193. 29. 90. 65. .

OpenSSH 4. 3p2, OpenSSL 0.9.8e-fips-rhel5 01 Jul 2008
debugl: Reading configuration data /root/.ssh/config
debugl: Readi ng configuration data /etc/ssh/ssh_config
debugl: Applying options for *

debug2: ssh_connect: needpriv O

<--- SNIP --->

debugl: Authentications that can continue: publickey
debug3: start over, passed a different |ist publickey
debug3: preferred gssapi-w th-m c, publickey, keyboar d-
i nteractive, password

debug3: aut hnmet hod_I| ookup publ i ckey

debug3: remaining preferred: keyboard-interactive, password
debug3: aut hnet hod_i s_enabl ed publickey

debugl: Next authentication method: publickey

debugl: O fering public key: /root/.ssh/kdunp_ id rsa
debug3: send_pubkey test

debug2: we sent a publickey packet, wait for reply
debugl: Authentications that can continue: publickey
debugl: Trying private key: /root/.ssh/id rsa

debug3: no such identity: /root/.ssh/id rsa

debugl: Trying private key: /root/.ssh/id _dsa

debug3: no such identity: /root/.ssh/id dsa

debug2: we did not send a packet, disable nethod
debugl: No nore authentication nmethods to try.
Per ni ssi on deni ed (publickey).

Coul dn't read packet: Connection reset by peer

aware that no interactive session is possible (SCP), only SFTP service is supported.

For troubleshooting with DBAG Technical Support please be able to provide the above
mentioned log/debug information via email and/or DBAG member section.

4.5 Retrieving reports and files

Participants may use the SFTP client of their choice to access the CRE’s server. After successful
login, participants will be able to access their reports and files either manually, i.e. by browsing
through their folder(s) on the server, or by downloading them automatically via script.
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Participants accessing the CRE via their existing leased line connection should make sure that
they do not retrieve reports and files from the CRE while reports and files are transferred to the
MISS, as this would significantly increase the transfer time for both the CRE and the MISS.

4.6 Automated download: Sample script

In order to provide an indication of the level of effort to be put into the programming of a script,
a sample script for the widely used Bourne-again shell (bash) is provided below:

#! [ bi n/ bash

if [ $# -ne 6 ]; then
echo
echo "Usage:"
echo
<nenber id> <environnent> <nmarket >"
echo
exit 15
fi

keyfil e=$1

user =$2

node=$3

nmenber _id=" echo -n $4 |tr -s [:upper:] [:lower:]"
env="echo -n $5 |tr -s [:lower:] [:upper:]"

mar ket =~ echo -n $6 |tr -s [:upper:] [:lower:]"

sftp=/usr/bin/sftp
echo=""
date="date +%r%Pd"

echo "
cd $nenber i d/ $env/ $mar ket
get "$date"*
exit " | $sftp —C -i $keyfile -b - $user @node

" basenane $0 ° <ssh key file> <sftp user> <CRE node>

Please keep in mind that this script has been kept simple and universal. It may need
customization to meet individual requirements.

Since this is an example for an operating system running a bash shell, please note the WinSCP

is also capable of scripting and automated job processing on MS Windows.
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5

51

Structures and naming conventions

Directory structure in the CRE participant area

After a successful login, the user is placed to the chrooted file system root (/) - the home

directory.

A user will not be able to access any files outside his home directory and sub-directories.

A business partner home directory may look like the sample below (user view).

Example 1 Example 2
/ ----pakfr
+- - - abcex +---AS
| 4P |
d d +- - - eurex +---P
' ' +---date | +---xetra
! +---5S ! ! +---date
d +- - -eurex | |
' +---date | +---xetra_ffnR
+---abcfr ! ! +---date
+---AS | |
| | +---xetra_dublin
$--_-P ! +---date
d +- - - eurex +---S
! +---dat e +---xetra
4---S ! +---date
+---ccp :
d +---date +---xetra_ffnR
d +---date
+- - - eur ex
d +---date
|
+---xetra
+---date

Examples of directory structure in member area.

The first level of directories is corresponding to the respective MemberID configured, followed
by the environment (second directory level) and the market and date, where:

AS=Advanced Simulation (Available only for Xetra Frankfurt)

P=Production

S=Simulation
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52

In example 1, member ABCEX has been configured for the Eurex production and simulation,
and ABCFR has simulation environments for Eurex and Xetra and CCP and the production
environment for Eurex.

In example 2, member PAKFR has been configured for the Xetra and Xetra Frankfurt 2 and
Xetra Dublin production environment and for the Xetra and Xetra Frankfurt 2 simulation
environment.

Please note that neither the directory structure nor access permissions can be manipulated by
Deutsche Borse or the individual user. Access to member IDs, environments and markets is
solely configured by the participant’s Central Coordinator/ Technical User Administrator in the
DBAG Member Section and “translated” into permissions for directories on the CRE.

Since CRE users will be restricted to read-only access to the CRE file system, file and directory
operations will be limited to commands like cd, get, help, Is, pwd, etc. Any operation on
directories or files within the file system that may incorporate or require manipulations to the
file system content will not be permitted.

Directory structure in the CRE public area

In the public area, non-transactional and non-participant specific reports and files will be
published. Therefore, a virtual participant directory “publi” is provided on the CRE. Participants
can browse the virtual participant directory “publi” using the same authorisation mechanisms to
access non-transactional and non-participant-specific reports and files. To access the public
area, participants must use port 2221 instead of port 2222.

Example 3
+---publi
+---AS
+---P
+---ccp
+- - - eur ex

+---xetra_dublin

I
I
|
| +---xetra
|
| +---xetra_ffnR

+---S
+---ccp
+- - - eur ex

! +---20120814
! +---20120823
+---xetra
+---xetra_ffnR

Examples of directory structure in public area.
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For the CRE public section, the same directory structure is applicable as for the CRE member
area. Please refer to chapter 5.1 for further details about the directory structure.
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6 Report and file naming conventions

Compared to existing MISS architecture handling of file names is different on the CRE.

The naming conventions in the CRE public area are the same as in the CRE member area,
whereas all reports and files in the CRE public area will use the member ID PUBLI.

The CRE has the following REGEX (regular expression) pattern as haming conventions:

unconpressed reports or files:
[0-9]{2}[0-9A-Z] {8} [ 0-9A-Z] {5} [0-9] {8} [ A-Z0-9\ _\-1{0, 34}\.[A-Z] {3}

conmpressed reports or files:
[0-9]{2}[0-9A-Z] {8} [0-9A-Z] {5}[0-9] {8} [ A-Z0-9\ _\-1{0, 34}\.[A-Z] {3}
\.ZIP

Maximum length of a report file name is 64 characters!

Versioning

In case a report or file needs to be corrected (due to inconsistencies, incompleteness or
corrupted data) the original zip file name will be modified. A versioning indicator will be added
with a convention of -V[0-9]{2}, starting with -VO1 and maximum versions of -V99.

Please note: Report names will always be static. Delivery of a new version of a given report can
only be observed with the help of the versioning indicator added to the name of the
corresponding zip file.

Stepwise introduction of versioning to the CRE is planned: Start was with Eurex T7 2.5
Simulation, followed by Xetra 15.0 Simulation and will continue towards the end of 2014 for
all other markets and will be announced with separate individual circulars.

Example for an uncompressed report or file:

Original file/report: 01RPTTC540PAKFR20120301GDBXX.TXT

Examples for compressed reports or files:

Original version: 01RPTTC540PAKFR20120301GDBXX.TXT.ZIP
1° correction: 01RPTTC540PAKFR20120301GDBXX-VO1.TXT.ZIP
2" correction: 01RPTTC540PAKFR20120301GDBXX-V02.TXT.ZIP
[...]

Please note that the versioning indicator additionally applies to all report and file naming
conventions for zip containers below.
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6.1  General report naming conventions

Field Meaning Remark
[0-91{2} Environment ID i.e. 00 Eurex Prod
[0-9A-Z]{8} Report name i.e. RPTTC540
[0-9A-Z]{5} Member ID i.e. PAKFR
[0-9]{8} Business date YYYYMMDD
[A-Z20-9\ \-1{0,34} Flexindicator 1 Optional
Flexindicator 2 Optional
Timestamp Optional
Sequence number Optional
Optional
\. Dot
[A-ZI{3}\.ZIP Extension or CSV, LIS, TXT, XML, PDF
extension for compressed CSV.ZIP, LIS.ZIP, TXT.ZIP,
reports XML.ZIP, PDF.ZIP

Depending on the market the optional Flexindicator 1 and 2 have various meanings.

Flexindicator 1 and 2, timestamp, sequence number and possible future enhancements are
optional. Depending on the type of report they may remain empty. Maximum length for all
options is 36 characters in summary.

CRE public area:

Reports and Files may also be provided in a compressed format. Compressed reports and files
can be identified by the respective suffix. Depending on the market, the suffixes comprise:

Description Suffix Example

ZIP Format (.ZIP) (FILRDF for Eurex)

Compressed CSV format (.CSV.ZIP) (51FTXEONLNGDBXX20121201XETR for Xetra)
Compressed text format (.TXT.ZIP) (CBOO1 for Eurex)

Compressed XML format (.XML.ZIP) (CBOO1 for Eurex)
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Compression within CRE member area:

In the upcoming months it is planned to compress also all the private reports and files. This will
be done in a stepwise approach and communicated separately.

6.1.1 Eurex report naming conventions

Field Meaning Remark

[0-91{2} Environment ID 00, 90 Prod, 01, 95 Simu
2 numerics

[0-9A-Z]{8} Report name i.e. RPTTC540

8 alphanumerics

[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics

[0-9]{8} Business date YYYYMMDD
8 numerics
[0-9A-Z]{5} Flexindicator 1 Only for 00 and O1: Eurex

Clearing Member Id
5 alphanumerics

[A-Z1{4} Flexindicator 2 intraday/end of day identifier
4 chars
\. Dot
[A-Z]{3}\.ZIP Extension or CSV, LIS, TXT, XML, PDF
extension for compressed CSV.ZIP, LIS.ZIP, TXT.ZIP,
reports XML.ZIP, PDF.ZIP
Example Eurex report: 01RPTTC540GDBXX20120301PAKFR.TXT

Example Eurex intraday report: 01RPTCPOO5GDBXX20140211PAKFRINTR.TXT
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6.1.2 EurexOTC Clear and Eurex Risk Operation report haming conventions

Field Meaning Remark
[0-91{2} Environment ID OTC Clear:
84 EurexOTC Prod,
85 EurexOTC Simu
Risk Operation:
00 Prod, 01 Simu
All: 2 numerics
[0-9A-Z]{8} Report name i.e. RPTCB202
8 alphanumerics
[0-9A-Z]{5} Member ID i.e. GDBXX
5 alphanumerics
[0-9]{8} Business date YYYYMMDD
8 numerics
[0-9]{6} Flexindicator 1 Time HHMMSS, used only
for intraday reports
6 numerics
[0-9A-Z]{4} Flexindicator 2 n.a.
\. Dot
[A-Z1{3} Extension or TXT, CSV, XML
extension for compressed TXT.ZIP, CSV.ZIP, XML.ZIP
reports

Example EurexOTC end-of-day Production report:

84RPTCB202GDBXX20121113.XML

Example EurexOTC intraday Production report: 84RPTCI205MNOHB20121113165900.XML

Example Eurex Risk Operations intraday report: OORPTCI042GDBXX20121113123456.XML
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6.1.3  CCP report naming conventions

Field Meaning Remark

[0-91{2} Environment ID 20 Prod, 21 Simu
2 numerics

[0-9A-Z]{8} Report name i.e. RPTCE270

8 alphanumerics

[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics

[0-9]{8} Business date YYYYMMDD
8 numerics

[0-91{2} Flexindicator 1 settlement/continuous run
number
2 numerics

[0-9A-Z]{5} Flexindicator 2 CCP reporting run type

5 alphanumerics

\. Dot

[A-Z]{3}\.zIP Extension or CSV, LIS, TXT, XML
extension for compressed CSV.ZIP, LIS.ZIP, TXT.ZIP,
reports XML.ZIP

Example CCP report: 21RPTCE270PAKFR2012030104CORPT.XML
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6.1.4  Xetra report naming conventions

Field Meaning Remark
[0-9{2} Environment 1D FFM 51 Prod, 52 Simu, 53
Advanced Simu
FF2 61 Prod, 62 Simu
ISE 55 Prod
2 numerics
[0-9A-Z]{8} Report name i.e. RPTTC810
8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics
[0-9]{8} Business date YYYYMMDD
8 numerics
n.a. Flexindicator 1 n.a.
[A-Z1{4} Flexindicator 2 MIC Code
4 chars
\. Dot
[A-Z]{3}\.ZIP Extension or CSV, LIS, TXT, XML
extension for compressed CSV.ZIP, LIS.ZIP, TXT.ZIP,
reports XML.ZIP

Example Xetra report:

Current list of valid Xetra MIC codes:

XDUB
XETR
XFRA
XCAY
XBUL
XMAL
XEUB

Xetra Dublin

Xetra Frankfurt

Xetra Frankfurt 2
Xetra Cayman Islands
Xetra Bulgaria

Xetra Malta

Eurex Bonds

51RPTTC810PAKFR2012030104XFRA. XML
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6.2 General file naming conventions

Files, such as theoretical price files in Eurex or instrument reference data files are called
nontransactional reports.

The naming conventions for nontransactional reports are slightly different from report naming

conventions.

6.2.1 Eurex file naming conventions

Field Meaning Remark

[0-91{2} Environment ID 00, 90 Prod, 01, 95 Simu
2 numerics

[0-9A-Z]{8} Filename i.e. FPICPARA
8 alphanumerics

[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics

[0-9]1{8} Business date YYYYMMDD
8 numerics

[A-Z]{4} Flexindicator 1 intraday/end of day identifier
4 chars

n.a. Flexindicator 2 n.a.

\. Dot

[A-Z]{3}\.zIP Extension or CSV, LIS, TXT, XML

extension for compressed files | CSV.ZIP, LIS.ZIP, TXT.ZIP,

XML.ZIP

Example:

Eurex intraday theoretical price file:

O1FPICPARAPAKFR20120301INTR.TXT

Eurex end-of-day theoretical price file: 01FPICPARAPAKFR20120301.TXT
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6.2.2  CCP file naming conventions

Field Meaning Remark
[0-91{2} Environment ID 20 Prod, 21 Simu
2 numerics
[0-9A-Z]{8} Filename i.e. FPICTHEC
8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics
[0-9]{8} Business date YYYYMMDD
8 numerics
n.a. Flexindicator 1 n.a.
n.a. Flexindicator 2 n.a.
\. Dot
[A-Z]{3}\.ZIP Extension or CSV, LIS, TXT, XML
extension for compressed files | CSV.ZIP, LIS.ZIP, TXT.ZIP,
XML.ZIP

Example CCP theoretical price file: 21FPICTHECPAKFR20120301.TXT




Deutsche Borse AG

Common Report Engine
User Guide
Report and file naming conventions

Version 5.4
24 September 2014
Page 42

6.2.3

Xetra file naming conventions

Field Meaning Remark
[0-9{2} Environment 1D FFM 51 Prod, 52 Simu, 53
Advanced Simu
FF2 61 Prod, 62 Simu
ISE 55 Prod
2 numerics
[0-9A-Z]{8} Filename i.e. FTXEONLN
8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PAKFR
5 alphanumerics
[0-9]1{8} Business date YYYYMMDD
8 numerics
n.a. Flexindicator 1 n.a.
[A-Z1{4} Flexindicator 2 MIC Code

4 alphanumerics

\.

Dot

[A-ZI{3}\.ZIP

Extension or
extension for compressed files

CSV, LIS, TXT, XML
CSV.ZIP, LIS.ZIP, TXT.ZIP,
XML.ZIP

Example Xetra instrument reference data file: 52FTXEONLNPAKFR20120301XETR.CSV

Please see Appendix B for an overview about naming conventions for all Xetra instrument

reference data files.
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6.2.4  Eurex Clearing Prisma file naming conventions for participant specific files

Field Meaning Remark
[0-91{2} Environment ID 00 Prod, 01 Simu

2 numerics
[0-9A-Z]{8} File name i.e. THEOINST

8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PAKFR

5 alphanumerics
[0-9]{8} Business date YYYYMMDD

8 numerics

[0-9A-2\ \-]{0,34}

Flexindicator 1

Flexindicator 2

<clgmember_id>
<version>

<tech_split_ident>

<max_split_tech>

\.

Dot

[A-ZI{3}\.ZIP

Extension or
extension for compressed files

CSV, LIS, TXT, XML
CSV.ZIP, LIS.ZIP, TXT.ZIP,
XML.ZIP

Example:

Open interest theoretical price files:
OOTHEOINSTABCFR20120821ABCFREODX0001_0001.TXT (EOD batch)
OOTHEOINSTABCFR20120821ABCFRINTRO001_0001.TXT (INTR batch)
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6.2.5

Example Eurex RDF:

Eurex Reference Data File (RDF) naming conventions in public area

Field Meaning Remark
[0-91{2} Environment ID 00, 90 Prod, 01, 95 Simu
2 numerics
[0-9A-Z]{8} Report name i.e. FILRDFO1
8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PUBLI
5 alphanumerics
[0-9]{8} Business date YYYYMMDD
8 numerics
[A-Z]{4} Flexindicator 1 MIC Code
4 chars
[A-Z]{4} Flexindicator 2 MIC Code (optional)
4 chars
[0-9A-Z]{5} Timestamp UTC second of the year when
the initial file (sequence
number 000) was created,
base36 encoded
5 alphanumerics
[0-91{3} Sequence number 000 - 999
3 numerics
\. Dot
[A-Z]{3}\.zIP extension for compressed files | XML.ZIP

OOFILRDFO1PUBLI2Z0120903XEURXEEEITSO00999.XML.ZIP
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6.2.6  Eurex Clearing Prisma file naming conventions in public area

Flexindicator 2

Field Meaning Remark
[0-91{2} Environment ID 00 Prod, 01 Simu

2 numerics
[0-9A-Z]{8} Report name i.e. THEOINST

8 alphanumerics
[0-9A-Z]{5} Member ID i.e. PAKFR

5 alphanumerics
[0-9]{8} Business date YYYYMMDD

8 numerics
[0-9A-Z2\ \-1{0,34} Flexindicator 1 <file_type>

<version>

<tech_split_ident>

<max_split_tech>

[A-ZI{3}\.ZIP

Extension or
extension for compressed files

CSV, LIS, TXT, XML
CSV.ZIP, LIS.ZIP, TXT.ZIP,
XML.ZIP

Examples:

Open interest theoretical price file:

OOTHEOINSTPUBLI201208210ISERIESEODX0001_0003.TXT
OOTHEOINSTPUBLI201208210ISERIESINTRO001_0003.TXT

Non open interest theoretical price file:

OOTHEOINSTPUBLI20120821NISERIESEODX0001_0003.TXT
OOTHEOINSTPUBLI20120821NISERIESINTRO001_0003.TXT

Other files (EOD batch, no technical split needed):
OOFOREXCRTPUBLI20120821EODX.TXT
OORISKMEASPUBLI20120821EODX.TXT
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6.3 Corrupted reports and files

6.4

6.5

6.6

A report or file not following the naming conventions might be corrupt. Occurrence of such
reports should be reported to Deutsche Borse AG Customer Technical Support.

Example for a corrupted report: OLRPTTA111PAKFR20120301GDBXX.TXT_INC

Report availability

Participants should be aware that reports will be made available on the CRE servers in the
same timeframe as on the MISS. Scripts fetching reports automatically from the servers should
be configured accordingly.

The CRE servers will run 24/7 with the following exceptions: A few downtimes per year for
general hardware maintenance, typically during Saturdays/Sundays. Nevertheless, permanent
session log in is not supported. We will run regular member database software maintenance
Monday to Friday at about 3.45 am and 2.15 pm (key importing) and at about 5.15 am
(member enrolment). If necessary, additional software maintenance runs will take place
especially on weekends. After each maintenance run a new login needs to be performed.

Deutsche Borse reserves the right to introduce technical limitations on the amount of requests
allowed per timeframe and business partner, if necessary. It is recommended to keep an
interval of at least 1 or 2 minutes between individual connection attempts to the CRE.

For the simulation of Xetra Frankfurt and Xetra Dublin markets there is only one common Back-
End system. All information regarding the markets is contained in one and the same simulation
report.

Historical reports: Restore directory

A new ‘restore’ directory can be created on the business day directory level of the member area.
This directory is created and populated if participants manually order the retransmission of
historical files and reports that are no longer available on the CRE.

As usual ordering of historical reports needs to be arranged with the help of the Technical Key
Account Managers. It will also be created and populated with reports or files that outdate the
history keeping period. An existing ‘restore’ directory will also be available for a minimum of 10
business days.

Streamlined EOL encoding

All reports and files available on the CRE will use a carriage return line feed character <CRLF>
as line separator.

This is different to current reports available on MISS servers.
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7 Appendix A

7.1

See examples of log file / output of successful connections to the CRE below.

Example of successful WinSCP connection log file

Debug level 1 is set:

202 O 06, 1185 273 €8, @42 o - —comacmno s s mneanmna oo

2012-08-01 13:27:08.342 WnSCP Version 4.3.2 (Build 1201) (CS 5.2.3790

Servi ce Pack 2)
2012-08-01 13:27:08.342 Login time: Wdnesday, August 01, 2012 1:27:08 PM
2012-08-01 13:27:08. 342 - - - - - oo
2012-08-01 13:27:08. 342 Session nane: 1027709 000001@93. 29. 90. 65
2012-08-01 13:27:08.342 Host name: 193.29.90.65 (Port: 2222)
2012-08- 01 13:27:08.342 User nane: 1027709_000001 (Password: No, Key
file: Yes)
2012-08-01 13:27:08.342 Tunnel: No
2012-08-01 13:27: 08.342 Transfer Protocol: SFTP
2012-08-01 13:27:08.342 Ping type: -, Ping interval: 30 sec; Tineout: 15
sec

2012- 08-01 13:27:08.342 Proxy: none
2012-08- 01 13:27:08. 342 SSH pr ot ocol version

2012-08- 01 13:27:08. 342 Bypass aut henti cati on:

2; Conpression: Yes

2012-08-01 13:27:08.342 Try agent: Yes; Agent forwardi ng: No;

TI S/ CryptoCard: No; Kl: Yes; GSSAPI: No

2012-08- 01 13:27:08. 342 Ci phers: aes, bl owfi sh, 3des, WARN, ar cf our, des;

Ssh2DES: No

2012-08-01 13:27:08.342 SSH Bugs: -,-,-,-,-, -

2012-08-01 13:27:08.342 SFTP Bugs: -, -

2012-08-01 13:27:08.342 Return code vari abl e:
groups: Yes

2012-08- 01 13:27:08.342 Shell: default

2012-08-01 13:27:08.342 EQOL: 0, UTF: 2

Aut odet ect ;

Lookup user

2012-08-01 13:27:08.342 Clear aliases: Yes, Unset nat.vars: Yes, Resolve

sym i nks: Yes

2012-08-01 13:27:08.342 LS: Is -la, lgn LS warn:
2012-08-01 13:27:08.342 Local directory: default,

Updat e: No, Cache: Yes

2012-08- 01 13:27:08. 342 Cache directory changes:

2012-08-01 13:27:08.342 DST node: 1

2012-08- 01 13:27:08. 342 - ---=ccmmmmcmmmeoomeao o

2012-08-01 13:27:08. 358 Looki ng up host "193.29.90. 65"

Scpl Conp: No
Renpte directory: honeg,

Per manent : Yes
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2012-08-01 13:27:08.358 Connecting to 193.29.90.65 port 2222

2012-08-01 13:27:08.358 Waiting for the server to continue with the
initialisation

2012-08- 01 13:27:08. 358 Detected network event

2012-08-01 13:27:08. 373 Detected network event

2012-08-01 13:27:08.373 Server version: SSH 2.0-OpenSSH 5. 3

2012-08-01 13:27:08.373 W believe rennte version has SSH 2 ignore bug

2012-08-01 13:27:08.373 Using SSH protocol version 2

2012-08-01 13:27:08.373 W claimversion: SSH 2.0-WnSCP_rel ease 4.3.2
. 2012-08-01 13:27:08.373 Wiiting for the server to continue with the
initialisation

2012-08-01 13:27:08. 373 Detected network event

2012-08-01 13:27:08.373 Doing Diffie-Hellman group exchange

2012-08-01 13:27:08.373 Wiiting for the server to continue with the
initialisation

2012-08-01 13:27:08.420 Detected network event

2012-08-01 13:27:08.420 Doing Diffie-Hellman key exchange with hash SHA-1

2012-08-01 13:27:08.639 Waiting for the server to continue with the
initialisation

2012-08- 01 13:27:08. 639 Detected network event

2012-08-01 13:27:08.967 Host key fingerprint is:

2012-08-01 13:27:08.967 ssh-rsa 2048
3b: c0: a4: 8d: a2: a0: f 7: 2b: al: 2e: Oc: b7: f 4: 02: 9d: ¢7

2012-08-01 13:27:08.967 Initialised AES-256 SDCTR cl i ent->server
encryption

2012-08-01 13:27:08.967 Initialised HVAC- SHAL client->server MAC
al gorithm

2012-08-01 13:27:08.967 Initialised AES-256 SDCTR server->client
encryption

2012-08-01 13:27:08.967 Initialised HVAC- SHA1 server->client MAC
al gorithm

2012-08-01 13:27:08.967 Waiting for the server to continue with the
initialisation

2012-08-01 13:27:09.014 Detected network event

2012-08-01 13:27:09.014 Reading private key file "C \Program
Files\putty\cre test_1 priv. ppk"
I 2012-08-01 13:27:09.014 Usi ng usernane "1027709_000001"

2012-08-01 13:27:09.014 Wiiting for the server to continue with the
initialisation

2012-08-01 13:27:09.076 Detected network event

2012-08-01 13:27:09.092 O fered public key

2012-08-01 13:27:09.092 Wiiting for the server to continue with the
initialisation

2012-08-01 13:27:09.092 Detected network event

2012-08-01 13:27:09.092 O fer of public key accepted
I 2012-08-01 13:27:09.092 Authenticating with public key "rsa-key-20110318"

2012-08-01 13:27:09.514 Wiiting for the server to continue with the
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initialisation
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:

initialisation
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:

initialisation
2012-08-01 13:
2012-08-01 13:
2012-08- 01

27
27
27

09.
09.
09.

670
670
670

27
27
27

09.
09.
09.

873
873
873

2012-08-01
. 2012-08-01
> 2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
. 2012-08-01
< 2012-08-01
2012-08-01
. 2012-08-01 13:27:10.
r enane@penSSH. conr" 1"

2012-08-01 13:27:10.
2012-08-01 13:27:10.
2012-08-01 13: 27: 10.
. 2012-08-01 13:27:10.
only
2012-08-01 13:
of 262148 bytes
2012-08-01 13:
. 2012-08-01 13:
> 2012-08-01 13:
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:
2012-08-01 13:
. 2012-08-01 13:
< 2012-08-01 13:
2012-08-01 13:
2012-08-01 13:

076
076
076
076
27:10.076
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

092
092
092
092
092
092
092
092
092
092
092
092
092

Det ect ed network event
Access granted
Waiting for the server to continue with the

Det ect ed network event
Opened channel for session
Waiting for the server to continue with the

Det ect ed networ k event
Started a shell/command

Usi ng SFTP protocol .

Doi ng startup conversation with host.
Type: SSH FXP_INIT, Size: 5, Nunber:
Sent 9 bytes

There are 0 bytes remaining in the send buffer
Waiting for another 4 bytes
Det ect ed networ k event

Recei ved 99 bytes (0)

Read 4 bytes (95 pendi ng)
Read 95 bytes (0 pending)
Type: SSH FXP_VERSI ON, Si ze:
SFTP version 3 negoti at ed.
Unknown server extension posi X-

-1

95, Nunber: -1

Unknown server extension statvfs@penSSH. cone" 2"
Unknown server extension fstatvfs@penSSH. con"2"
We believe the server has signed tinestanps bug
We will use UTF-8 strings for status nessages
Limting packet size to OpenSSH sftp-server limt
Getting current directory nane.

CGetting real path for '.'

Type: SSH FXP_REALPATH, Size: 10, Nunber: 1296
Sent 14 bytes

There are 0 bytes remaining in the send buffer
Waiting for another 4 bytes

Det ect ed networ k event
Recei ved 27 bytes (0)
Read 4 bytes (23 pending)
Read 23 bytes (0 pending)
Type: SSH FXP_NAME, Size:
Real path is '/’

Listing directory "/".

23, Nunber: 1296
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> 2012-08-01

2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01

< 2012-08-01
> 2012-08-01

2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01

< 2012-08-01
> 2012-08-01

2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01

< 2012-08-01
< 2012-08-01
> 2012-08-01

2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01
2012-08-01

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:
27:

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
14.
14.
14.
14.

092
092
092
092
092
092
092
092
092
092
092
092
092
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
248
311
311
311
498
529
529
529

Type:
Sent 14 bytes

There are 0 bytes renmining
Waiting for another 4 bytes
Det ect ed networ k event
Recei ved 17 bytes (0)

Read 4 bytes (13 pending)
Read 13 bytes (0 pending)
Type: SSH FXP_HANDLE, Size:
Type:
Sent 17 bytes

There are 0 bytes remaining
Waiting for another 4 bytes
Det ect ed network event
Recei ved 1903 bytes (0)
Read 4 bytes (1899 pendi ng)
Read 1899 bytes (0 pendi ng)
Type: SSH FXP_NAME, Size:
Type:
Sent 17 bytes

There are 0 bytes remaini ng
Read file '.' fromlisting
Read file '.." fromlisting
Read file ' gdbxx'
Waiting for another 4 bytes
Det ect ed network event
Recei ved 32 bytes (0)

Read 4 bytes (28 pending)
Read 28 bytes (0 pending)
Type: SSH FXP_STATUS, Size:
Status code: 1

Type: SSH FXP_CLOSE, Size:
Sent 17 bytes

SSH _FXP_OPENDI R, Si ze:

SSH_FXP_READDI R, Si ze:

SSH_FXP_READDI R, Si ze:

10, Nunber:

in the send

13, Nunber:

13, Nunber:

in the send

1899, Nunber:
13, Nunber:

in the send

fromlisting

28, Nunber:

13, Nunber:

1547

buf f er

1547
1804

buf f er

1804
2060

buf f er

2060

2308

There are 0 bytes remaining in the send buffer

Startup conversation with host finished.

Sessi on upkeep

Det ect ed networ k event
Recei ved 28 bytes (0)
Sessi on upkeep

Cl osi ng connecti on.
Sendi ng speci al code:
Sent EOF nessage

12
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7.2 Example of successful SFTP connection on Solaris

Debug level 2 is set:

% sftp -vv -C -0 Port=2222 -0 ldentityFile=./cre_test_1 priv_OpenSSH
1027709_000001@93. 29. 90. 65

Connecting to 193. 29. 90. 65. .

Sun_SSH 1.1.4, SSH protocols 1.5/2.0, OpenSSL 0x0090704f

debugl: Reading configuration data /etc/ssh/ssh_config

debugl: Rhosts Authentication disabled, originating port will not be
trusted.

debugl: ssh_connect: needpriv O

debugl: Connecting to 193.29.90.65 [193. 29. 90. 65] port 2222.

debugl: Connection established.

debug2: key_type_fromnanme: unknown key type '----- BEGA N

debug2: key_type_from name: unknown key type ' Proc- Type:'

debug2: key_type_from name: unknown key type 'DEK-Info:'

debug2: key_type_from name: unknown key type '----- END

debugl: identity file ./cre_test_1 priv_QOpenSSH type -1

debugl: Logging to host: 193.29.90. 65

debugl: Local user: gateadm Renote user: 1027709_000001

debugl: Renpte protocol version 2.0, renpte software version OpenSSH 5. 3
debugl: match: OpenSSH 5.3 pat OpenSSH*

debugl: Enabling conpatibility node for protocol 2.0

debugl: Local version string SSH 2.0-Sun_SSH 1.1.4

debugl: use_engine is 'yes
debugl: pkcsll engine initialized, now setting it as default for RSA, DSA,
and symmetric ciphers

debugl: pkcsll engine initialization conplete

debug2: kex_parse_kexinit: diffie-hell man-group-exchange-shal, diffie-

hel | man- gr oupl4-shal, di ffi e- hel | man-groupl-shal

debug2: kex_parse_kexinit: ssh-rsa, ssh-dss

debug2: kex_parse_kexinit: aesl128-ctr,aesl28-chbc, arcfour, 3des-cbc, bl owfi sh-
chc, aes192-ctr, aes192- chc, aes256-ctr, aes256- chc

debug2: kex_parse_kexinit: aesl128-ctr,aesl28-chc, arcfour, 3des-cbc, bl owfi sh-
chc, aes192-ctr, aes192-cbc, aes256-ctr, aes256-chc

debug2: kex_parse_kexinit: hmac-nmd5, hmac-shal, hmac- shal- 96, hmac- nd5- 96
debug2: kex_parse_kexinit: zlib, none

debug2: kex_parse_kexinit: i-default

debug2: kex_parse_kexinit: first_kex follows O

debug2: kex_parse_kexinit: reserved 0

debugl: Failed to acquire GSS-APlI credentials for any nmechani sms (No
credentials were supplied, or the credentials were unavail abl e or

i naccessi bl e Unknown code 0)

debugl: SSH2_MSG KEXI NI T sent

debugl: SSH2 MSG KEXINI T recei ved
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debug2: kex_parse_kexinit: diffie-hell man-group-exchange-shal, diffie-
hel | man- gr oupl4-shal, di ffi e- hel | man-groupl-shal

debug2: kex_parse_kexinit: ssh-rsa, ssh-dss

debug2: kex_parse_kexinit: aesl128-ctr,aesl28-chbc, arcfour, 3des-cbc, bl owfi sh-
chc, aes192-ctr, aes192-cbc, aes256-ctr, aes256-chc

debug2: kex_parse_kexinit: aesl128-ctr,aesl28-chc, arcfour, 3des-cbc, bl owfi sh-
chc, aes192-ctr, aes192- chc, aes256-ctr, aes256- chc

debug2: kex_parse_kexinit: hmac-nmd5, hmac-shal, hmac- shal- 96, hmac- nd5- 96
debug2: kex_parse_kexinit: hmac-md5, hmac-shal, hmac- shal- 96, hmac- nd5- 96
debug2: kex_parse_kexinit: zlib, none

debug2: kex_parse_kexinit: zlib, none

debug2: kex_parse_kexinit: i-default

debug2: kex_parse_kexinit: i-default

debug2: kex_parse_kexinit: first_kex_follows 0O

debug2: kex_parse_kexinit: reserved 0

debug2: kex_parse_kexinit: diffie-hell man-group-exchange-sha256,diffie-
hel | man- gr oup- exchange- shail, di ffi e- hel | man- gr oup14-shal, di ffi e- hel | man-
groupl-shal

debug2: kex_parse_kexinit: ssh-rsa

debug2: kex_parse_kexinit: aesl28-ctr,aesl92-ctr, aes256-

ctr, arcf our 256, ar cf our 128, aes128- cbc, 3des-cbc, bl owfi sh-cbc, cast 128-
cbc, aes192- cbc, aes256-chc, arcfour, rijndael -chc@ysator.liu.se

debug2: kex_parse_kexinit: aesl28-ctr,aesl92-ctr, aes256-

ctr, arcf our 256, ar cf our 128, aes128- cbc, 3des-cbc, bl owfi sh-cbc, cast 128-
cbc, aes192- cbc, aes256-cbc, arcfour, rijndael -chc@ysator.liu.se

debug2: kex_parse_kexinit: hnmac-nd5, hmac-shal, umac- 64@penSSH. com hnmac-
ri pendl60, hnac-ri pend160@penSSH. com hmac- shal- 96, hnac- nd5- 96

debug2: kex_parse_kexinit: hmac-nmd5, hmac-shal, umac- 64@penSSH. com hmac-
ri pend160, hmac-ri pend160@penSSH. com hmac- shal- 96, hnac- nd5- 96

debug2: kex_parse_kexinit: none, zl i b@penSSH. com

debug2: kex_parse_kexinit: none, zl i b@penSSH. com

debug2: kex_parse_kexinit: first_kex follows O

debug2: kex_parse_kexinit: reserved 0

debug2: mac_init: found hnac- nd5

debugl: kex: server->client aesl1l28-ctr hmac-nd5 none

debug2: mac_init: found hmac- nmd5

debugl: kex: client->server aesl128-ctr hmac-nd5 none

debugl: Peer sent proposed | angtags, ctos:

debugl: Peer sent proposed | angtags, stoc:

debugl: We proposed | angtags, ctos: i-default

debugl: We proposed | angtags, stoc: i-default

debugl: SSH2_ MSG KEX DH GEX REQUEST sent

debugl: expecting SSH2_MSG KEX DH GEX GROUP

debugl: dh_gen_key: priv key bits set: 123/256

debugl: bits set: 1014/2048

debugl: SSH2 MSG KEX DH GEX INI T sent

debugl: expecting SSH2_MSG KEX DH GEX REPLY
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debugl: Host ' 193.29.90.65" is known and matches the RSA host key.
debugl: Found key in /var/ GATE/ gat eadm . ssh/ known_hosts: 1

debugl: bits set: 1010/2048
debugl: ssh_rsa verify: signature correct
debug2: kex_derive_keys
debugl: newkeys: node 1
debugl: set_newkeys: setting new keys for 'out' npde
debugl: SSH2_MSG NEWKEYS sent
debugl: expecting SSH2_MSG NEVWKEYS
debugl: newkeys: node 0
debugl: set_newkeys: setting new keys for 'in' node
debugl: SSH2_ MSG NEWKEYS recei ved
debugl: done: ssh_kex2
debugl: send SSH2_ MSG _SERVI CE_REQUEST
debug2: service_accept: ssh-userauth
debugl: got SSH2 MSG SERVI CE_ACCEPT
Unaut hori zed Access to this Network is prohibited !
Unerl aubter Zugriff zu di esem Netzwerk is verboten !
debugl: Authentications that can continue: publickey
debugl: Next authentication nethod: publickey
debugl: Trying private key: ./cre_test_1 priv_OpenSSH
debugl: PEM read_PrivateKey fail ed
debugl: read PEM private key done: type <unknown>

Ent er passphrase for key './cre_test_1 priv_QpenSSH :

debugl: read PEM private key done: type RSA
debug2: we sent a publickey packet, wait for reply
debugl: Authentication succeeded (publickey)
debugl: fd 5 setting O NONBLOCK

debug2: fd 6 is O NONBLOCK

debugl: channel 0: new [client-session]

debugl: send channel open O

debugl: Entering interactive session.

debug2: cal | back start

debugl: ssh_session2_setup: id O

debugl: Sending subsystem sftp

debugl: channel request 0: subsystem

debug2: cal | back done

debugl: channel 0: open confirmrw ndow 0O rrmax 32768
debug2: channel 0: rcvd adjust 2097152

debug2: Renpte version: 3

debug2: Init extension: posix-renane@penSSH. com
debug2: Init extension: statvfs@penSSH. com
debug2: Init extension: fstatvfs@penSSH. com
sftp> quit

debugl:

channel 0: read<=0 rfd 5 len O
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debugl: channel 0: read failed

debugl: channel 0: close_read

debugl: channel 0: input open -> drain

debugl: channel 0: ibuf enpty

debugl: channel 0: send eof

debugl: channel 0: input drain -> cl osed

debugl: client_input_channel _req: channel 0 rtype exit-status reply 0

debugl: channel 0: rcvd eof

debugl: channel 0: output open -> drain

debugl: channel 0: obuf enpty

debugl: channel 0: close wite

debugl: channel 0: output drain -> cl osed

debugl: channel 0: rcvd cl ose

debugl: channel 0: al nbst dead

debugl: channel 0: gc: notify user

debugl: channel 0: gc: user detached

debugl: channel 0: send cl ose

debugl: channel 0: is dead

debugl: channel 0: garbage collecting

debugl: channel _free: channel 0: client-session, nchannels 1

debugl: fd 0 clearing O NONBLOCK

debug2: fd 1 is not O NONBLOCK

debugl: Transferred: stdin 0, stdout O, stderr O bytes in 3.5 seconds

debugl: Bytes per second: stdin 0.0, stdout 0.0,

debugl:

%

Exit status O

Version 5.4
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8 Appendix B
8.1 Naming conventions for Xetra instrument reference data files
Public area:
Backend Environment Exchange | Examples
Environment Segment
Xetra Frankfurt Production 51FTXEONLNPUBLI20121201XETR.CSV.ZIP
Xetra Frankfurt 2 | Production Xetra 61FTXEONLNPUBLI20121201XFRA.CSV.ZIP
Specialist
Xetra Frankfurt 2 Production Structured | 61FTXEONLSPUBLI20121201XFRA.CSV.ZIP
Products
Xetra Dublin Production 55FTXEONLNPUBLI20121201XDUB.CSV.ZIP
Xetra Frankfurt Simulation 52FTXEONLNPUBLI20121201XETR.CSV.ZIP
Xetra Frankfurt 2 | Simulation Xetra 62FTXEONLNPUBLI20121201XFRA.CSV.ZIP
Specialist
Xetra Frankfurt 2 | Simulation Structured | 62FTXEONLSPUBLI20121201XFRA.CSV.ZIP
Products
Xetra Frankfurt Advanced 53FTXEONLNPUBLI20121201XETR.CSV.ZIP
Simulation
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9 Appendix C

9.1 Markets and markets included:

Market

Environment

Included Market

CCP

PRODUCTION

CCP
SEC Lending

SIMULATION

CCP
SEC Lending

EUREX

PRODUCTION

EUREX
EUREX REPO
EEX Futures
oTC

SIMULATION

EUREX
EUREX REPO
EEX Futures
OoTC

XETRA

PRODUCTION

XETRA

EUREX BONDS
MALTA SE
Cayman lIslands SE
BULSE

SIMULATION

XETRA

EUREX BONDS
XETRA Dublin
MALTA SE
Cayman Islands SE
BULSE

ADVANCED
SIMULATION

XETRA

XETRA FFM2

PRODUCTION

XETRA FFM2

SIMULATION

XETRA FFM2

XETRA DUBLIN

PRODUCTION

XETRA Dublin
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9.2 Environment numbers:

00 - Eurex Production

01 - Eurex Simulation
03—Eurex-Advanced-Simulatien-(removed mid of 2013)
20 - CCP Production

21 - CCP Simulation

51 - Xetra Production

52 - Xetra Simulation

53 - Xetra Advanced Simulation

55 - Xetra Dublin Production
57—Xetra-international-Market (removed end of 2013)
61 - Xetra FFM2 Production

62 - Xetra FFM2 Simulation

84 - Eurex OTC Production

85 - Eurex OTC Simulation

90 - Eurex T7 Production

95 - Eurex T7 Simulation




