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1. Introduction

The Regulatory Reporting HUfRRH) will support the customers with flexible data formats and delivery
mechanisms. The different MiFID Il services may be employedctimbine and transform inbound customer data
in a very flexible manner. The Regulatory Reporting blwill support the formats CS\Vand XML for submission of
data for transaction reporting. The platform will provide a fully automated data feed. For the Jaation

Reporting service, we will offer the possibility to securely exchange files with the customer via SFTP pratocol
addition to the file upload via GUI

In order to securely exchange files with SFRRH server,the users first need to have a validertificate to login

into our portal for administrative and monitoring purposes, andsaparateSSH key pair (publigdrivate key. For

the time being, the users are asked to generate this key pair themselves and send only the public key to the RRH
teamiregulatory.services@deutscHaoerse.condin the open SSH formain orderto validate and importit into

the server.Section 3 describes how such key pain details

This document

A Describes howto generate keys in order to connect to a SFTP server

Explains stepby-step how to utilize useifriendly SFTP clients to get access to the server
Describes how to generate correct inbourydes as well as their corresponding archives
Covers necessary conthdata for technical and functional support with service offering times

> > >

2. Technical PreConditions

Below are the hardware and software requirements to connect to the Regulatory Reporting Hub sesirey SFTP
protocol.

2.1. Hardware requirements

There are no particular hardware requirements aocess to the Regulatory Reporting Hub server. The seiceat
be accessed with any computer running one of the below mention8BTP clients

2.2. Software requirements
To transfer files to or from a server viaFTR following are two commonly used clients:

A WinSCP (version 5.1.4)
A TurboFTP (version 6.30)

In this guide weintroduce both clients and show how to usehosein orderto connect tothe server successfully.
Any other SFTP clienprogramlike FileZillacan beusedas well

3. How to generateand saveSSH key pair

Please note that we recommend separate SSH key pairs for Simulation and Production due to security redsons.
addition, only the public keys in the Open SSH format will be accept on our environments.

In Windows PUTTY Key GeneratoP(UTTYGen) can be usedto generate your SSH key paiNote that the key
pairs generated should be differenkirst, if neededdownload thePuTTY@n from the PUuTTY download pge
PuttyGen Siteand installit on your computer. Second, obtain and prepare to use a text editor such as
Notepad++ that does not insert unwanted characters and metadata into a text file. éfthat follow the steps

below:

Step 1 Open the PUTTYGen application and selédRBAfor Type of keyto generate and choosthe key length for
Number of bits in a generated keyThe key length must be ateast2048 .


mailto:regulatory.services@deutsche-boerse.com
https://kb.iu.edu/d/akqg
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Regulatory Reporting Hub
SFTP connection

File Key Conversions Help

Key
No key.

Actions

Generate a public/private key par

Load an existing private key file _

Save the generated key Save pubdc key Save povate key

Parameters

Type of key to generate §
® RSA (O DSA () ECDSA (OED25519 () SSH-1(RSA)

Number of bis in a generated key: (2048

Figurel - Select the type and length of keys

Step 2:Click on theGeneratebutton to get the prompt requesting to mevthe mouse for generating some
randomness in keys. Then your keys will be created.

File Key Ceonversions Help
Key

Fleasewe some randomness by moving the mouse over the blank area.

Actions
Generate a public./private key pair Generate

Load an existing private key file Load

Save the genersted key Save public key Sawve private ey

Parameters

Type of key to generate:
® RSA DSA ECDSA EDZ5519 55H-1(RSA)

MNumber of bits in a generated key: 2048

Figure2 - Generate randomness in keys

Step 3 Put a suitable commenin the Key commentfield so that you will remember what the keys are used for.
Also type a passphrase in thKey passphrasdield to use when accessing the private key and confirm it in
Confirm passphraséield. You can use a key without a passphrase, but this is NOT recommend€dis
passphrasds designed to encrypt the private key on disk, so you will not be able to use #tey withoutyrst
entering thepassphrase.
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File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshesa A
AM@(?&NIBCWCZEAAAABJQMMENGD&YWKZZNRQMTMLSTW!S&SKE
M1

+biBqsQ8 1t YwgaMsldybOS/NVTz/uacMiyyRygsZHq2YshhGm0i ThCXP3yLik
+umDZwRvMbIFNnfOmYWb EFLstig KETStOVO 7Nsmud 72rsscip4f Xm SBAQHNW| 767r v

sshsa 2048 fe:a0:68:63:84:7c:47e3:1714:21.e4fa:Fec:39
|my comments |

Generate a public/private key pair Generate
Load an existing prvate key file : Load

Save the generated key Save public key Save private key

Parameters

Iype of key to generate: N

@ RSA (ODSA (_ECDSA () ED25519 () SSH-1 (RSA)
Number of bits in a generated key: 2048

Figure3 - Enter comment and passphrase

Step4: As mentioned before, the public keys should be generatedin the Open SSH format and only this
format is supported by the RRH serves. If the user uses the save button as above, then this key will be
however saved in the SSH2 format. Therefore, to save the public key in this format, please do the follows:

Select and copy the complete text in the boxdéabelledi Ns “ j ga i cw dmp n_qrgle glrm Mnc
d g.jTedd that, first open Notepad++ and confirm that the End of Line (EOL) format is setWNIX/OSX Fonat
as Figure 5shows. This will assure that there are no extraneous characters in the public key file
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Key Conversions Help

Key

sshrsa 2048 fa:a0:68:63:84: 7c:4783: 1714 21848 Fec: 39
Key comment: my comments

Hey passphrase: ssssssssssssnens
Confirm passphrase: ssssssssssssssss
Actions

Generate a public/private key pair

Load an existing prvate key file

Save the generated key

Parameters

I);un of key to generate:
(@ RSA () DsA () ECDSA () ED25519 (C)S5H-1 (RSA)

MNumber of bits in & generated key: 2048

- End of Line (EOL) format is set to UNIX/OSX Format

- Copy and paste the content into the editor

[ad *new 1 - Notepad++ - B
File Edit Search View Encoding Language Settings Macro Run
TedFX Plugins Window ? X

cEHB R GE| s GRE SC (Mm% |EBE|
=B EA=IICEICECEEEY
EXavEsCiOnHAODG[S]|r av R

= new 1 EEI

1 ssh-rsa AARRAR3INzaClycZEARRRRJOARAROEAKIZXzYxrEz2Z2tNRI
< >
Ln:1 Col:394 Sel:0|0 UNIX ANSI as UTF-8 INS

Figure4 - Save the public keyin the open SSH formavia Copy & Paste

The public key file however should have the extensidn, n so'that it will be readable by a regular text editor
like Notepad++. The name of the public key must follow the rule (See Figur®:

LegalEntityldentifier .pub
- Najg”

your LEI extension

Figure5: Naming convention forpublic keys

Example: 529900G3SW56SHYNPRO5.pub

After generating the key pair, the user has to keep/store the private ikeg safe place. The public keynowever

should be (published on key server and) sent to the RRH team together with its corresponkiggdingerprint in

order to validate it. ThiKey fingerprintis shown on the PUTTYGen wdow (Figure 8. In our example the hash

t _jsc ggq cos _j rm 6dc8_.84684186285a8258c¢c18/58d280/8c?28:
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7 PUTTY Key Generator ?
File Key Conversions Help
Kay
Public key for pasting into OpenSSH authorized_keys file
sshsa ~
M&;\g3NzaC1yc2Eh¥\.-\BJMEN<EZKzYHKZENFﬂ%&TﬁhLﬁanbﬂSduSKE
M116CNi

+biBgsQ8 Tt YwgaMsldybO9/ NV Tz /uacMkyyRygs ZHqZYshhGmiThCXP 3yllk
+um D ZwRvMb IFNnfOm YW EF Lstigi KE TS0WO 7Nemud 72rescip £ XmSBAQHNWI 767 »

I Key fingerprint: ssh+sa 2048 fe:al68:63:84.7c.47e3:1714:21edfa: K ec 39 ]
Key comment my comments
Key passphrasse: SESENBEEERRRENES

Confimn passphrase: esssssssssssssns

Figure6: Hash value of thepublic key

4. How to connect to SFTP server

To connect via SFTP there exist specialized and approprigitents In this documentonly two clients are
introduced TurboFTP and WinSCP.

4.1. Using TurboFTP client

TurboFTP is areasyto-use FTP client progranwith an Exploretlike interface that allowsrowsing remote
directories,downloading or uploading files with drag and droppingperation Here are the steps needed tfmllow.

4.1.1 Collectingsessiondetails
Befae connecting to the serveusers first needo know the following information provided by the RRH team.

Destination IPs and ports when connectinga the native nternet

Environment IP Address Port
number

Simulation 194.36.239.244 1 24

Production 194.36.239.247 24

Destination IPs and portsvhen connectingvia leased line

Environment IP Address IP Address Port number
Network ASide: Network B-Side:

Simulation 193.29.90.69 193.29.90.101 2242

Production 193.29.90.68 193.29.90.100 2241

1 User ID this should equal theLEI of your organisation

To use TurboFTP the following further information are also required:

A Site Name a user will be asked to provide a name that helps him/her remember the server he/she is
connecting to. Thissite proyle will be saved to the FTP Address Book with an entry title of the given
I _kc, Rfgq g9gq _ sgtename} af mgac &c, e, wmsp

1 The new simulation environment will be available startimgMonday 20 May 2019.
Note: The old simulation environmerit94.36.239.24%ill be stopped the Sunday 14 July 2019 morning.
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A Initial Local Director8 gr gg mnrgml _j _Ib gqfmsjb ¢ avdilabledmj bcp g

4.1.2 Connecting to the SFTP server
In order to connect via TurboFT,Risersneed to do the following

Step 1 StartTurboFTPand a Login Dialogwill appear.

Connect  View Command Directory Session Took Help

Sarver v Pazswart Pt 21 g @K

: togn | | [
Grasews v F G- KR QAT X EER o - CHOIBDIBY & 7

[ =] v o ® d

| Mame

Hame

% Parent Directory

L Parflogs

L. inetpulb

L hp

1 cpgystem

). Digent

J. Programme

. Program Files (x25]
< i > € >

[Local] G
11 Folders. 1 Fle. 12 Total Listed (1 KB / 184.37 GE Frea)
Lacal Sime Rei | TurkoF TP 32-bit Version 630 Build 912 - WinSock 2.0

This copy of TurbeFTR is registered to Deutsche Boerse AG Frankfurt - Site License.

Figure7 - TurboFTP login dialog

Step 2: Open menuitem "Connect and click on"AddressBooK'. The user should see the following screen:

General | Cornect | Fles | Bookmarks | Sync | Securty

Site Name:
FTP Stes
Site Address:

Figure8 - Open Address Book
Step 3 RightClick on"New Site"and put your session detailgjiven in Subsection4.1.1s | b Ep | ¢ fab as &


https://winscp.net/eng/docs/ui_login
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=-{1] FTP Stes | | General |Cornect | Files | Bookmarks | Sync | Secuty |
-] Archives
-3 Coyptography o
E‘ﬁ Games your site name (e.g. account name) |
&3 Hardware . .
8@ L Ste Address: Port: .
- Magaznes 194.36.239.249 24 2]
{20 Music
-] Orline Service L] Anenymous Login
B-{E3 Publish User 1D Password:
=] Software | your LEI | | Cshow

- US Govemment

..... your site name |HHWFﬂHu: |
Intial Local Folder:
|pa||| to your initial local directory | g
uescnpuan:
W
NewSte | NewFolder | Delete mpot | Connect Close

Figure9 - Enter session details within General tab

Step 4 Switchtothei Qc¢ a stagb gnd ehéck the blueframed boxes as Figuré2 shows below After thatenter
the following input parameters
A Password Encryptions based onSHA1 hash algorithm
Secure ConnectioType should be setto SFTP over SSH2
Portnumberequals24
Public Keyis the path to the folder in which the public key is stored
Private keyis the path to the folderin which the private key is stored
Passwordis the passphrase used to protect the private key

> > D>y >y >

=-{Z3] FTP Stes
-] Archives
#1-{) Cryptography
#-{_7) Games
#-(3 Hardware
il-{Z) Magazines

-3 Music Secure Connection Type:
)] Online Service .
#)-{_) Publish SFTP over SSH2 v

#-00 Software Use Password authertication

2.0 US Govemmert [¥] Use SSH public key authentication
"8 your site name [ Use keyboardinteractive authentication

Public key lpaln 1o public key
Private key: | path to private key

Password: lpassphrase |
(Leave blank for none)

Clear Command Channe! (CCC)
Clear isting data transfer
Clear file data transfer
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Figure10 - Entersession details within Security tab

Step 5: Next, dick on the TConnecd button to login. If the logn was successful, the users should see outpliite
the following showigai J me g | q messageghe dosrjedion details (the user ID and the IP address of
the server) as well as the remote directory which contains tree foldids OUT and ARCHIVEFigure 13). These
folders are described as follows:

> >

p>

The IN folder: this is the location where the inbound files need to be uploaded by users for processing.
The OUT folder: this is the location from where the users can download the response files generated by
the RRH systemThese response files will be available for download for 20 work days and afterwards
archived for 5 years. That mearts s qee@sgoddownloadheir files fromthis folder within 25 days.
The ARCHIVHolder: this is a container which is composed of the following two subfolders:

1 IN: it contains the inbound files already submitted by users.

1 OUT: this is the location where the response files are séal. Currentlythis folder is empty and it

does not contain any archived response files.

(52990063 SWSE SHYNPRISE194.36.239.249) X
Connect View Command Directory Session Tools  Help
Server: hd Login Password: Port: 21 = 9 E| ¥
o] e & y - -y »
i rasreses ~ o - 5 Od Tl XEE@roworne 6-FHFTOIRIZB X
T E s System £ v o5 v
Name * | Name
5l'-‘-!l\lmﬂll:IirE-:t-'.1r>f
Pesflogs . ouT
L]
L ARCHIVE
~
< > < ¥
[Local) C-\ [Remota] 10.245.2.185:24
11 Folders, 1 Fle, 12 Total Listed (1 KB / 184 37 GE 3 Folders. 3 Total {0} bytes) LUsted
Lacal Server version: 55H-2.0-35HD R
COMMARNDE> Jent client version sting "35H-2.0-TurboF TP_S3HM_1.295
STATUS:> Crypto negotiation done, Server to client ciphernass128-che, macthmac-shal, compression:none.
STATUS:> Crypto negotiation done, Clhent to server cipheraes128-cbe, machmac-shal, compressiorenone,
STATUS: > Authenticating with methed ‘publicksy’
STATUS:> Login successful.
)
COMMAMND:> LIST rerote dir
List done
€ » w
Ready S Queve O0KB 0 @

Figurell - Successfulogin via TurboFTP

The user isnow connected and free tapload and downloadfiles via TurboFTP.

4.1.3 How and where to uploadiles
After connecting to the server users can upload files using Drag & Drop functi®efore starting with uploading

any yle, the user should take into accountthgj ¢ pcosgpckcl r q)I&Pd SectichG.0ftusss P O7

yrst adjust theiryles according these requirements, then they can upload them via TurboSFTP as follows:

A
A

Firstselect the local files or directoriet® be transmitted from the local directory
Then drag selectegle and drop it onto the remote target folderamed dANG


https://www1.udel.edu/it/help/connecting-ud/filetransferWinSCP.html#upload
https://www1.udel.edu/it/help/connecting-ud/filetransferWinSCP.html#download
https://winscp.net/eng/docs/ui_file_panel#selecting_files
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T N

Connect  View Command Direclory  Session  Tocls  Help

Sarver w Logn Passoret Pt = m|x
e e Y R FI el LY L LEY AT
T (5] ) SFTF locsl desctory CAL-X=h v
Mame Hame
ﬁ Parerit Divectony ﬁ Parent Directory
= HIM_S20R00GISWSASHYNPREY 201 7071311 35626007 _MINCOGHT.HML_DP
S IM_529900G35WEEEHYNPRES 200 F0T13T135626001_MUCOOONT.C_GZ :} LEmH I

L. ARCHIVE

drag & drop files onto I fokser

L L H
[Local] C:-Liserhd055 Deskiop SFTF local drectiory Femote] §0 2452 165-24
2 Fies:, 2 Torad Listecd (£ KB / 12 930GH Frea) 3 Foiders, 3 Total (0 bybes) Lisbed
Local Size Remote Host Server venigre S5H-L0-55H0 -

COMMEANDR: Sent chent version string “55H-20- TurboFTP_SSHM_1 295

STATUS:» Cryple negelisticn done, Seroer e chant cipherses]123-che, machmac-ahal, ce..
STATUS: > Crypbo negotistion done, Chent to server opheraes12B-cbe, machmec-shal, co.
STATUS:: Authenticating with method ‘publiclsy’

STATUS:» Login successful

COMMAND: > Resobe path

i

COMMARD:= LIST remote dir

List done

Ready S quue 02 0 @

Figurel2 - Drag & drop the files into the input folder
It takes 5-10 minutes for theyles to be uploaded, processed and vied on thedashboard on RRH pdal:

https://simu.regulatoryreportinghub.com/transactions/

Once theyles have been processed successfully by the RRH system, the spoeding response/les (initial

responseyle, subsequent responsgles, NCA feedbackyles and tradestatus yles) will be automatically

eclcp_rchb gl rfc 6MSRJ dytes arecomyvidediirstwopdielent jipped fofmatgf ¢ pcgnml gc
dCSV_GZ& _ XML_ZP0 _ q yey in the gpecy cation (CSV+XML upload file spet R _ FileiName Conw

availableon the RRH portal .

12 G S SV S YN PROSE 04,38, 23, il

Comnect Wiew  Comerand  Desctory  Sesson  Took  Hep
Sanve w Lagan Paiwait Foal: SEx

e o e Y R - T ey Sl Y EELEY AT T,
e v

tame Hame -
¥ Paras Directory ] S0 S290GATWSASHYHPRES 20 10619T080857_MIKKIOOITY,_RESP.CSV_TIP
] 5B S29900GITWSASHYHPRSS 201 7061 5TO83557_MUIOODIT RESE.XML_TP
] 5 S0000GISWESSHYHPRDS 2017061 3TORAIE STAT.CSN 21D
] S A2500GIEWSASHYNPRSY 201 T0615Toa430 STAT ML TP
I SIM_S29000GISWSASHYHPRYS, 2017061 9T284547_NCATRRESD.CSV_20
dowsload e response ks from e L S S2E00GISNSESHYHPRES 201 7061 5TERM54T_ NCATRRESP XM, _TIP

cutput fukder "OUT™ by drap & drop ] 5IM_f25900GITWEASHYNPRT] 2017061 5T0S4138_STAT.CSV TIF
] SIMA_S20000GISWESSHYHPRDS, 201 061 3TOR4558_STAT XML ZIP

Jocal] C Llnwrs bl Dok o' 57 TF lncal demciony [Flacin] 10 345 3 18334
2 Fikes. 1 Sebected (2 KE) 1200 Fes, LZ10 Tetal [1.15 ME) Lt

Siza Russ | COMMANDE> LST reencte & JOUT .
3 | List done

Figurel3 - Download theresponsgyj cq dpmk rfc OMSRO dmj bcp

10
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4.2. UsingWIinSCP client

WinSCP (Windows Secure Copy) is a free, open source file transfer tool for Windows. As TurboFTP this client
allows secure file transfers between the client's local computer and the remote server.

4.2.1 Collecting session details
As with TurboFTP the followingonnection information should be available farsers in order to connect with
WinSCP:

A Host nameHost name: a user will be requested to provide tHE address of the SFTP server
(environment)
A Portnumber. this is the port number of the connection.

A Username this must be equal theLEI of your organisation

Destination IPs and ports when connectingja the native internet:

Environment IP Address Port
number

Simulation 194.36.239.244 2 24

Production 194.36.239.247 24

Destination IPs and ports when connectinga leased line:

Environment IP Address IP Address Port number
Network ASide: Network B-Side:

Simulation 193.29.90.69 193.29.90.101 2242

Production 193.29.90.68 193.29.90.100 2241

A Privatekeyfile: a user has to specify the path to his/her private key.

4.2.2 Connecting to the SFTP server
To get access to the server users need to do the following:

Step 1: Start WinSCP and aLogin Dialog will appear.

2 The new simulation environment will be available startimgMonday ® May 2019.
Note: The old simulation environmerit94.36.239.24%ill be stopped the Sunday 14 July 2019 morning.

11


https://winscp.net/eng/docs/ui_login
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Figure14 - WinSCP login dialog

Step 2: Set firstthe File Protocobs SFTPand then enterthe values of login credentialdescribed in Subsection
4.2.1.

Session

Hle protocol:
| sFTe

Host nama:
| 194.36.239.249
User name:
| your LEI

Private key fie:

| path to your private key

Figure15 - Login credentials in WinSCP

Step 3: ChooseDirectoriesunder Environmentand click on Browserbutton to select the path to the local
directory, in which theyles to be submitted are located.

12
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Directories

[] Synchronize browsing

[] Remember fast used directory
RBemote directory:

Local directory-

i path to your local directory

Local directory is not used wih Explorer interface.

Directory reading options

[ Cache visted remote directories

[V Cache directory changes (V] Permanent cache
[ Rescive symboic links

Figure16 - Set the path to the local repository
Step 4: PressiLogindto connect

Session
Eile protocal:
| sFTe

Host name:
194.36.239.249

User name:
your LEI

Private key file:

path to your private key

Figurel7 - Pressing "Login" to connect

Step5:?dr c p ajLggmiagliblag sarekbn will be appearedhowing the personal data andequesting to
enter thecorrespondingKey passphras@ qcr d mp (lfthe private ey has lmeenipotected)



Regulatory Reporting Hub
SFTP connection

Searching for host ..

Connecting to host.._

Puthenticating. ..

Using usemame "529900G35WSESHYNPRES"

Authenticating with public key “rsa-key-20170426-529300G 35W565SHYNPRY

<

Eassphrase for key rsa-hey-20170426-523500G35W565HYNP RIS
|mur passphrase of the private key

oK Cancel Help

Figure18 - Entera passphrase

Step 6: If the connectionwas successfuluserswill seethe content ofdefaultremote directory as shown here

Figure19 - Successful login via WinSCP

4.2.3 How and where to upload files
After connecting to the server users can uplogtes (for details about/le requirements refer to Section 5)sing

Drag & Drop function. This works as follows:
First select the local/le to betransmitted from the local directory

Thendragselectegj ¢ _ I b bpmn gr mlrm r fING,p cRkmrrc krc_ydesgc*r _djnj bgcl
have to be submitted to this folder to start/trigggfe processing process.

A
A

14



