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1 Overview Mandatory Encryption



Why Mandatory Interface Encryption?

= Regulationon Critical Infrastructures (KRITIS) enforced by Federal Office
for Information Security (Bundesamt flr Sicherheit in der Informations-
technik BSI) specifies that Deutsche B6rse needs to adhereto
requirements, which include encryption of data during transfer via
public networks resp. encryption of credentials in all networks
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= Changes are improving information security transmitted
via communication networks to further reduce risk of un-
authorized interception / manipulation/ misuse




High Level Encryption Roadmap

FIXLF ETILF ETI HF

T7 Release 10.1 T7 Release 11.0 T7 Release 11.1
Payload Encryption Payload Encryption Password Encryption




Payload Encryption for FIX LF & ETI LF

FIXLF ETILF

(T7R10.1) (T7R 11.0)
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= Mandatory payload encrypted connectivity option via OpenSSL (TLS 1.2 — restricted
cipher-suites)
= Use of FQDN strongly recommended

= TCP Connect=>TLS Handshake => Application Data

= DigiCert Intermediate Certificate




2 Rollout Approach for Simulation and
Production



Rollout Approach for Simulation & Production

Availability in Mandatory in
Interface T7 Release _ _ _ _
Simulation Simulation
FIX LF* 10.1 02.05.22 10.03.23
ETI LF* 11.0 12.09.22 04.08.23
ETI HF** 11.1 23.03.23 24.11.23

Availability in Mandatory in
Production Production
27.06.22 08.05.23
21.11.22 23.10.23
22.05.23 11.12.23

Environment

Decommissioning

T7 Release

Ordering of HF Session outside the Equinix FR2 Production
facility in the Member Section

Usage of HF Sessions outside the Equinix FR2 Production
facility

date
11.1 21.08.23
11.1 23.10.23

* Payload encryption (all data TLS encrypted)

** Password encryption (by Deutsche Borse’s public RSA key)




3 Communication & Publications



Dedicated Support Page Mandatory Interface Encryption

Eurex Cash Market
https://www.eurex.com/ex-en/support/initiatives/project-readiness | https://mwww.xetra.com/xetra-en/technology/t7/mandatory-interface-

Readiness for projects encryption

Overview of content

Next Generation ETD Contracts T7 Disaster Recovery Test
Regulatory Reporting Solution (RRS) 1.1 for non-MiFIR Mandatory

firms

Mandatory Interface Encryption

Az atrading venue operator, Eurex needs to adhere to requirements regarding encryption of data during
transfer via netwaorks on public ground and the encryption of credentials during transfer via natwarks on non-
public ground (Critical Infrastructure KRITIS) regulation.

Eurex has implemented mandstery changes regarding data transmission via the T7 trading interfaces. Theze
changes have been made to improve the security of infarmation transmitted via communication netwarks to
further reduce the risk of unautherized interception. manipulation, or misuse.

To support Trading Participants with the implementation of their security requirements, Eurex offers additional
connectivity options to implement Transport Layer Security (TLS) for sensitive data in eritical business areas.

The following steps will be carried out during 2023:

Mandatory in Mandatory in
Interface T7 Releasa Slmu mulat Production

FIXLF 02.08.22 10,0323 aroe22 08.08.23
ETILF 1.0 12.00.22 040823 21122 231023
ETIHF 1.1 04.04.23 24123 220523 1.1223
_m
Ordening of HF Session outside the Equini FR2 faciky Production 210823

in the Member Section

Usage of HF Sessions outside the Equinix FR2 faciity Production 1.1 231023

Circulars ~ Migration Status

# Transport Layer Security (TLS) and Password Encryption - FAGs
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T7 System Documentation Release 11.0*

Eurex

https:/mwww.eurex.com/ex-en/support/initiatives/t7-release-11-0

EUREX Markets Trade Clear Data Support Rules & Regs Find

Eures o Supnoet + Inftiatives & Reloases « T7 Release 10.0

Share -

T7 Release 11.0

With T7 Release 11.0 Eurex introduced the following functicnal enhancements:

Pre-Trade Risk Limits enhancements for options

Eurex Total Return Futures for French Government Bonds
Publication of Herfindahl-Hirschman Index via Market Data
Monday and Wednesday Weekly Opticn Contracs

Tag 1031 “custOrderHandlingInst™ Usage Adaptions
Introduction of non-recoverable Eurex EnLight Quotes
Off-book trades via T7-EOBI

Message Encryption for ETI Low Frequency Gateways

LA B B B B

Please note that T7 Release 11.0 will not provide backwards compatibility for ETI or FDO

Simulation start: 12 September 2022
Production start: 21 November 2022

thd Jul 12 Aug 12 Sep tbd Sep 11 Nov 19 Nov 21 Nov

Tioud tatie in Cocumsniniien Reainess Conmecton Availatse in

Srmaticn Simeatian Stateeenr [ production

System Documentation  Circulars  Readiness Statement  Readiness Videos

+ Owverview and Functionality
~ Trading Interfaces

+ Market & Reference Data Imterfaces

Cash Market

https:/imww.xetra.com/xetra-en/technology/t7/system-
documentation/releasell-0
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XETRA

Instruments

Technology

Cash Merkst Bérss Frankfurt  Comtact  Msmbsr Saction Rules & Reguletions  Dsutsch
Clearing & Settlement Technology Mewsroom Navigator Text Price
Share
Release 11.0
This section provides &n overview of the available system documentstion.

Enhanced Trading
FIX LF

Market and Reference Data Interfaces
GUI Solutions

Metwork Access

Reports

Simulstion

Production

iew and Functionality

=]
&
T

07.11.2022

* Further T7 Release 11.1 system documentation will be published soon.






A. Encryption

1. Is a client certificate required?
2. Are new sessions required for TLS encryption?

3. Does Deutsche Borse recommend to use Fully Qualified Domain Names
(FQDNSs) for the connection to the encrypted ports instead of using IP
addresses?

4. Will encryption apply to LF sessions that are hosted in co-location?

5. Will encryption become mandatory also for EEX, Vienna and other Partner
Exchanges”?
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Thank youl!

Deutsche Borse AG
Mergenthalerallee 61
65760 Eschborn

If you have any further questions, please contact your Technical Key
AccountManager or send an e-mail to cts@deutsche-boerse.com

DEUTSCHE BORSE
,‘/‘/ GROUP


mailto:client.services@deutsche-boerse.com

Disclaimer

© DeutscheBérse Group 2023

Deutsche Borse AG (DBAG), Clearstream Banking AG (Clearstream), Eurex Frankfurt AG, Eurex Clearing AG
(Eurex Clearing) and Eurex Repo GmbH (Eurex Repo) are corporate entities and are registered under German law .
Eurex Global Derivatives AGis a corporate entity and is registered under Sw iss law.ClearstreamBanking S.A.is a
corporate entity and is registered under Luxembourg law . DeutscheBoerse Asia Holding Pte. Ltd., Eurex Clearing
Asia Pte. Ltd. and Eurex Exchange Asia Pte. Ltd are corporate entities and are registered under Singapore law .
Eurex Frankfurt AG (Eurex) is the administrating and operating institution of Eurex Deutschland. Eurex Deutschland
is in the follow ing referred to as the “Eurex Exchange”.

All intellectual property, proprietary and other rights and interests in this publication and the subject matter hereof
(other than certain trademarks and service marks listed below ) are ow ned by DBAG and its affiliates and subsidiaries
including, w ithout limitation, all patent, registered design, copyright, trademark and service mark rights. While
reasonable care has been taken in the preparation of this publication to provide details that are accurate and not
misleading at the time of publication DBAG, Clearstream, Eurex, Eurex Clearing, Eurex Repo as w ell as the Eurex
Exchange and their respective servants and agents (a) do not make any representations or w arranties regarding the
information contained herein, w hether express or implied, including w ithout limitation any implied w arranty of
merchantability or fitness for a particular purpose or any w arranty with respect to the accuracy, correctness, quality,
completeness or timeliness of such information, and (b) shall not be responsible or liable for any third party’s use of
any information contained herein under any circumstances, including, w ithout limitation, in connection w ith actual
trading or otherw ise or for any errors or omissions contained in this publication.

This publication is published for information purposes only and shall not constitute investment advice respectively
does not constitute an offer, solicitation or recommendation to acquire or dispose of any investment or to engage in
any other transaction. This publication is not intended for solicitation purposes but only for use as general
information.

All descriptions, examples and calculations contained in this publication are for illustrative purposes only.

Eurex and Eurex Clearing offer servicesdirectly to members of the Eurex Exchange respectively to clearing
members of Eurex Clearing. Those w ho desire to trade any products available on the Eurex market or w ho desire to
offer and sellany such products to others or w ho desire to possess a clearing license of Eurex Clearing in order to
participate in the clearing process provided by Eurex Clearing, should consider legal and regulatory requirements of
those jurisdictions relevant to them, as w ell as the risks associated w ith such products, before doing so.

Only Eurex derivatives that are CFTGapproved may be traded via direct access in the United States or by United
States persons. A complete, up-to-date list of Eurex derivatives that are CFTC-approved is available at:
http://www.eurexchange.com/exchange-en/products/eurex-derivatives-us. Inaddition, Eurex representatives and
participants may familiarise U.S. Qualified Institutional Buyers (QIBs) and broker-dealers with certain eligible Eurex
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equity options and equity index options pursuant to the terms of the SEC's July 1, 2013 Class No-Action Relief.

A complete, up-to-date list of Eurex options that are eligible under the SEC Class No-Action Relief is available at:
http://www.eurexchange.com/exchange-en/products/eurex-derivatives-us/eurex-options-in-the-us-for-eligible-
customers... Lastly, U.S. QIBs and broker-dealers trading on behalf of QIBs may trade certain single-security futures
and narrow -based security index futures subject to terms and conditions of the SEC's Exchange Act Release No.
60,194 (June 30, 2009), 74 Fed. Reg. 32,200 (July 7, 2009) and the CFTC's Division of Clearing and Intermediary
Oversight Advisory Concerning the Offer and Sale of Foreign Security Futures Products to Customers Located in the
United States

(June 8, 2010).

Trademarks and Service Marks

BuxI®, DAX®, DivDAX®, eb.rexx®, Eurex®, Eurex Repo®, Eurex Strategy WizardSM, Euro GC Pooling®, FDAX®,
FWB®, GC Pooling®,,GCPI®, MDAX®, ODAX®, SDAX®, TecDAX®, USD GC Pooling®, VDAX®, VDAX-NEW® and
Xetra® are registered trademarks of DBAG. All MSCI indexes are service marks and the exclusive property of MSCI
Barra. ATX®, ATX® five, CECE® and RDX® are registered trademarks of Vienna Stock Exchange AG. IPD® UK
Quarterly Indexes are registered trademarks of Investment Property Databank Ltd. IPD and have been licensed for
the use by Eurex for derivatives. SLI®, SMI® and SMIM® are registered trademarks of SIX Swiss Exchange AG. The
STOXX® indexes, the data included therein and the trademarks used in the index names are the intellectual property
of STOXX Limited and/or its licensors Eurex derivatives based on the STOXX® indexes are in no w ay sponsored,
endorsed, sold or promoted by STOXX and its licensors and neither STOXX nor its licensors shall have any liability

w ith respect thereto. Bloomberg Commodity IndexSM and any related sub-indexes are service marks of Bloomberg
L.P. PCS® and Property Claim Services® are registered trademarks of ISO Services, Inc. Korea Exchange, KRX,
KOSPI

and KOSPI 200 are registered trademarks of Korea Exchange Inc. BSE and SENSEX are trademarks/service marks
of Bombay Stock Exchange (BSE) and all rights accruing fromthe same, statutory or otherw ise, wholly vest with
BSE. Any violation of the above w ould constitute an offence under the law s of India and international treaties
governing the same.

The names of other companies and third party products may be trademarks or service marks of their respective

oW ners.

Eurex Deutschland qualifies as manufacturer of packaged retail and insurance-based investment products (PRIIPs)
under Regulation (EU) No 1286/2014 on key information documents for packaged retail and insurance-based
investment products (PRIIPs Regulation), and provides key information documents (KIDs) covering PRIIPs traded on
Eurex Deutschland on its w ebsite under the follow ing link: http://www.eurexchange.com/exchange-
en/resources/regulations/eu-regulations/priips-kids.

In addition, according to Art. 14(1) PRIIPs Regulation the person advising on, or selling, a PRIP shall provide the
KID to retail investors free of charge.
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